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STM32MCU [IRE A BEAE FH SR 34T 85 Fr A i i A8 B ) e i DL R 1 3t 2 RDP (Read
Out Protection) {4 IhRE. % RDP BAH =/Ngl:
o Level0: FEATFHL, XA&ASH B HIBERES
o Levell: Wikum O mr LLER:, (EIEIE R D U5 A # Flash, #4> SRAM LL K
Hop —#yE, OptionByte 7] LLiEEL. Levell A LAFEZ [0l Level0, {HSfEBE4 A5
=38
o Level2: it K AKH, #ENXFRIRES G I 0m O 5e a0k, HIXFIRES T
RULIN
7£ RDP Levelt il K IR L&+, BARARE BRI IUAN & Flash FACHS A S, {2
JEF LLEBKEE S SRAM (A %%, Ff H RDP Levell Lkt AR E] LevelO, FkpE 4 H#
Bro PRI 4 A FEUF Levell sX AN Y22 A PEANS R I 38 kT3t 1 R4 R AT 2 3
12 RDP Level2, {H/& OEM ] e SIE B HIXA 0, JREA £ 071, Hp—30m
e HER E W S, — & Level2 245 F OptionByte TLikiHATIEN, B — 42k EF Level2
PR SRS F R ALY HT

STM32L5 7 RDP Ifg bk —Lepq Ay, & 5% % TrustZone 2244, HEhn T Level0.5,
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o Level0.5: W 0 UER:, (HARZEMMTE IR IIRe A ARk, ez 41
WINREMK A AT LME ], BRI 7E RDP Level0.5 ] LA il 4 5& XA NonSecure f#5 7y %
J&, BFEH L Flash, SRAM, #4; CPU #4785 LA K ARG 4RSS
A4k, STM32L5 ¥ RDP Level2 A5 FA, {2 OEM 4K IH TCIELE X MRS T 4T
RDP [% 5% # OptionByte 154, #KIHA — L8 /= Rk

2. STM32U5 & A A= iy o 87 B E e

STM32U5 785 A A= i A 1 B 5 TR /E STM32L5 (3L alifl 13— ik, 5INT
OEM Key #Lifi], 1§13 RDP FI AR HHme it OEM B E Y password 1T R4,
— 7R 1k RDP AR PSR, ik & pm BB N e S 5 il RDP P4 28 it
RS, 3 —J7 T [543 RDP2 [E SN RT R, 257 bt Ja 4SR5 2 10 R E .

2.1. STM32U5 RDP R F AR A #e
2.1.1. TrustZone /¥ ft TZEN=0

O T B IRAS TrustZone WA fiRE, XA H —FE RDP KIH B A 3 k5,
w1 s

&1, STM32U5 TZEN=0 F} RDP 2% 5l &k RS #
Write
RDP # 0XAA and
RDP # 0xCC
Level 1 \ OEM1 @] Write
RDP # 0xAA
 RDP #0xCC ROP = 0xAA
. Mass erase
OEM2 @ Write - Write
RDP = 0xCC RDP # 0XAA and
RDP # 0xCC

T TN
Level 2 | Level 0
Q‘ RDP = 0xCC }‘ Write | RDP = 0xAA
\_ J/ RDP = 0xCC o ) Write

RDP = OxAA
RDP increase + option bytes modification

RDP regression (full mass erase) — can be done by debug interface or by
bootloader. Regression can be blocked by OEM1 key.

Regression not possible by default — can be allowed by debug interface with
OEM2 key if previously provisioned in lower RDP levels.

RDP unchanged + option bytes modification

RDP unchanged . Only SWAP_BANK option bit can be modified.

2.1.2. TrustZone A fdift TZEN=1

BIEIFTT ) TZEN $08 BN 1, REGH) TrustZone DIRER:ffifAe, 1Ll RDP ¥ A A
440050, WA 2 fs:
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2. STM32U5 TZEN=0 B RDP 253 R RS
Write
RDP # 0XAA and
RDP # 0x55 and
RDP # 0xCGC
oEM2 (D)
- Level 1
- RDP # OXAA \ oemi (B
RDP # 0x55 \

H RDP # 0xCC Write
E RDP = OxAA

OEM2 @] E Mass erase
H
H
""" Level 0.5

{ RDP = 0x55
Y
Level 2 Level 0
RDP = 0xCC RDP = OxAA
Write Write
RDP = 0xCC RDP = OxAA

RDP increase + option bytes modification.

Regression not possible by default — can be

allowed by debug interface with OEM2 key if
previously provisioned in lower RDP levels.

RDP regression — can only be done by debug interface or by
bootloader. Full mass erase (secure and non-secure).

Regression can be blocked by OEMT key. e RDP unchanged. Only SWAP_BANK option bit

mmmmmmmm==  RDP regression - can be done by debug interface, by bootloader can be modifisd.

or by secure firmware. Partial mass erase (non-secure only).

Regression can be blocked by OEM2 key. RDP unchanged + option bytes modification.

3. STM32U5 OEM Key #Li

3.1. OEM1Key 5 OEM2Key

& P LLE CE RIS W ZH OEM Key, #34H Key #i41 64bit, £ %) Key 18 %
giedE4s 0 a4 1 HIfHE.
o OEM1Key:

o HT#%] RDP Levell 3 LevelO [#)[4%%%

o —H%HE XN OEM1Key, Il OEM1 4T LOCK KA, i %efd FH OEM1Key
fif 85 A Re 8 AT RDP B#2 .

o FREHIEIE T E OEM1Key ] 64bit /IS 32bit 23 W VGEE JTAG B
SWD i 1’5 X DBGMCU_DBG_AUTH_HOST %77 8%. Wi

o W OEM1Key AW &, I RDP Levell % LevelO FR% 25 % H BR

e OEM2Key:

o FHTEREI 114" RDP Level2 | RDP Levell [Ff#%. R4 5 NH R
OEM2Key 2 J&, 7445 AlfE#E{T RDP Level2 ¥ RDP Levell, HZSMI), 2%
A S OEM2Key fift4i »

o fE TZEN=1 {5~ OEM2Key [F]if 4" RDP Level1 %] RDPO0.5 [1][44%
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o WFH MARENE R OEM2Key, 4 RDP Level2 %05 5I1H & 4111
STM32 AT h—8, Joik FA, JTGikies.
WS E T OEM2Key fil RDP Level2 754 FA, %/ 75 By ek 0 v kAT
RDP2 fi 8 4 J5 548 FA.

3.2. OEM1Key 5 OEM2Key [¥]i% B B %t

OEM1Key 1 OEM2Key HiX BB LU A 24, FHAEES A A IRE T # e
OEMKey M E, #* 1545 LS N fuvrxt OEM1Key fil OEM2Key HHT 152K

1. OEM1Key 5 OEM2Key & B2t
Key 2% |RDPO RDP 0.5 RDP 1 RDP 2
RS Key ik | Key B4 | Key Mk | Key B4
wE wE wE wE

OEM1 Key Bs¥a¥iw:s
OEM2 Key [BES9IN i ‘ A ST ASCH

4. Wnfal{# ] STM32U5 ] OEM Key It

41. W& OEMxKey RBECZRE

i1 OEM Key HAEEATE BN F AR VB, 1 H OEM Key — B B oy, JF
H450m RDP [£4%, KHimAEAERE RDP 3|3k 0 ZHZ A/, BEKE OEM Key 7£
KT RR. S ERBELEE.

W OEM Key M &M BT, WERAREMNZITRER KEY 1ME, AARMTEUAE
RDP *}y LevelO FIRS %, %f OEM Key #HAT EHTACE , XFEA] DRIEHT X E K KEY £ H &
FfAA 038 M

WHRIZE A MR E L OEM Key, B4 1] LARYE T Bk 52 5 2k T KEY FI#E.

7 OEM Key 2 A/ 4 Eid, nLUEEEE FLASH ) NSSR #F /725 kS8, Epin]
PLIE I AR 3B, ] BT STM32CubeProgrammer #2HL . i
STM32CubeProgrammer >KiZzEL NSSR )5 = I fai L B % . B 3 s

e {TJF STM32CubeProgrammer (i A v2.8.0 UL E)
e i Connect ##:H A
o HRHEAE A EARE B E REG T Hi% ¥ Device
e {E Search HEHHIH A\ FLASH Jf[RI %, XHHEKE 2] FLASH 75 /78 1 A 2%
o i FLASH_NSSR Ziili/h=#f1, & NSSR 178 WA
e 7% OEM1LOCK, OEM2LOCK bit f1H
o 1: RZKEY C&a®E, 1K 3K+ OEM1Key AW E
o 0: FNi%KEY MAHE, 7K 3 K%l T+ OEM2Key A ¥ &

LAT1086 - Rev 1.0 page 4/18



Lys

LAT1086

3.

[E] sTM32CubeProgrammer

-
stmz2 W
CubeProgrammer

E Registers - BETA

iB3d STM32CubProgrammer Z % OEM1/0EM2 Key ¥ B &~ Hl

- [m] x
DHo vy < Ky
@ Connected

vice :| STM32U59x e

Search:| FLASH

ST-LINK

oD Peripher... | FLASH

:

Name

» FLASH_PDKEYIR

Value

WriteOnly

Access Address

WriteOnly @ Ox40022012

B _Clacy ppiezuop

¥ FLASH_NSSR e

oD . w o
OPERR : bit [1]
PROGERR : bit [2]
WRPERR : bit [4]
PGAERR : bit [5]
SIZERR : bit [6]
PGSERR : bit [7]
OPTWERR : bit [13]
BSY : bit [16]

Lo L oo

WriteOnly WriteOnly @ 0x4002201C

@ 0x40022020

0x00040000 Readwrite

ReadWrite

ReadWrite
ReadWrite
ReadWrite
ReadWrite
Readwrite
ReadWrite
Readwrite
ReadWrite
ReadWrite

OEMILOCK : bit [18]
QEM2LOCK : bit [19]

nnnnnnnn

ReadWrite
Readwrite

ReadWrite

PD2 : bit [21] ReadWrite

Apply @ courunnin m-

Live Update  Verbosity level (@ 1 2

10:04:06: Bank
10:04:06 : Address
10:04:06 : Size
10:04:06: Bank
10:04:06 : Address
10:04:06: Size : 8 Bytes
10:04:06 : UPLOADING ...
10:04:06: Size : 1024 Bytes
10:04:06 : Address : 0x8000000
10:04:06 ogress:

10:04:06 : Error: Data read failed

E]
L0010

0x40022060 é
18 Bytes
1002 B
| 0x40022068

4.2. %8 OEM1Key Fl OEM2Key

OEMxKey (1)1 B /2 il i #:4F Flash 51575 %f M 1) OEM Key 27 7728 LI
e OEM1Key: FLASH OEM1 key register 1 & FLASH OEM1 key register 2
e OEM2Key: FLASH OEM2 key register 1 & FLASH OEM2 key register 2
XA AR T DB PR S, — ik 2 H STM32CubeProgrammer CLI i 4
FERG AT A A ARG S
HEE:
1. OEMxKey AREWE N4 0 54 1 (A
2. OEMx2Key —HRIIE AN, Joikidid iU R OptionByte 3RHL, HAEAAME4 1)
RDP Level K ik H T E, FrblS5 A OEM Key ZHii\ Key (RAFIFH0 74
3. WIREA IR E OEM2Key, WU RDP Level2 JiikHLE, Joiki#fT FA
4. R WE T RDP Level2 JE75 ZXEEG i FA, W& 2% 7 # Sa i 1] OEM2Key #4
O IR 4T RDP Level2 [#2% % RDP levell, &M JEikidkqT 23504
5. STM32CubeProgrammer [ A Y v2.8.0 5L _E
6. STLink FW 75 ZH ¥ 2] V3J8M3 sk LA _EflA, Wik 4 Fios
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&4, STLINK FW Jig4&
& STLinkUpgrade 3.3.6 — O ped
[ rtg E ” .
STLINK-V3 v || Refreshdevicelist | - @
| Openinupdate mode | ______/f..\@

ST-Link ID; 004300273039510634333838 Releasing your creativity

Current Firmware:

Type: 5TM32 Debug +Mass storage+VCP

[] change Type

(®) Default (H51/2 8MHz) () HSE(3 (8.33MHz)
MCO Qutput:

() Off
Version: V3J8M3

Update to Firmwarel V3J8M3 5TM32 Debug+Mass storage+VCP I

[ Upgrade

4.2.1. 1§} STM32CubeProgrammer CLI fi74i% & OEMxKey
i STM32CubeProgrammerCLI 114 % & OEM1/2Key i1l

STM32_Programmer_CLI -c port=swd mode=hotplug -lockRDP1 ©x12345678 ©xDEADBEEF

STM32_Programmer_CLI -c port=swd mode=hotplug -lockRDP2 ©xFACEB@OC ©xDEADBABE

4.2.2. @AY % E OEMxKey

DU 2@ RS % E OEM1/2Key HI7rfl, 1XM7) T 3ATT7E RDP A LevelO
M T E OEMxKey. SkBrfi A AR ACRS AT DARRHE S Br 75 3Kk 45 & Error! Reference source
not found. {4 25 YL sE EMR R RDP 2451 1 ft & OEMxKey

#define OEMIKEY_WORD_1 ((uint32_t)@x12345678)
#define OEMIKEY_WORD 2 ((uint32_t)@xDEADBEEF)
#define OEM2KEY_WORD_1 ((uint32_t)@xFACEB@OC)
#define OEM2KEY_WORD_2 ((uint32_t)@xDEADBABE)

FLASH_OBProgramInitTypeDef OptionsBytesInit;

/**
* @brief Function to set and lock OEM1 key
* @param keyl: OEM1 key part 1
* @param key2: OEM1 key part 2
=Y
static void OB_Test_SetOEMlKey(uint32_t keyl, uint32_t key2)
{
OptionsBytesInit.OptionType = OPTIONBYTE_RDP;
HAL_FLASHEXx_OBGetConfig(&0ptionsBytesInit);

if (OptionsBytesInit.RDPLevel == OxAA)
{
HAL_FLASH_Unlock();
HAL_FLASH_OB_Unlock();
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OptionsBytesInit.OptionType
OptionsBytesInit.RDPKeyType
OptionsBytesInit.RDPKeyl
OptionsBytesInit.RDPKey2

OPTIONBYTE_RDPKEY;
OB_RDP_KEY_OEM1;
key1;

key2;

HAL_FLASHEXx_OBProgram(&0OptionsBytesInit);
HAL_FLASH_OB_Launch();

¥

/**

* @brief Function to set and lock OEM2 key

* @param keyl: OEM2 key part 1

* @param key2: OEM2 key part 2

=

static void OB_Test_SetOEM2Key(uint32_t keyl, uint32_t key2)

{
OptionsBytesInit.OptionType = OPTIONBYTE_RDP;
HAL_FLASHEx_OBGetConfig(&0OptionsBytesInit);

if (OptionsBytesInit.RDPLevel == OxAA)

{
HAL_FLASH_Unlock();
HAL_FLASH_OB_Unlock();
OptionsBytesInit.OptionType = OPTIONBYTE_RDPKEY;
OptionsBytesInit.RDPKeyType = OB_RDP_KEY_OEM2;
OptionsBytesInit.RDPKeyl key1;
OptionsBytesInit.RDPKey2 key2;
printf("Program OB\r\n");
HAL_FLASHEX_OBProgram(&0OptionsBytesInit);
printf("Launch O0B\r\n");
HAL_FLASH_OB_Launch();

4.3. {#F OEM Key #8317 RDP [%4%

2 OEM1/2 Key FiSh B2 J5, R RDP [k 7 B & OEM1/2 Key KIS 2 5

A RS TE K

HER:

1. @it OEMxKey f#4i+RDP [#2 H il JTAG/SWD it I 5€ ik,  Joikidid g dk47
OEMxKey fi#4i

WIR RGERE T TrustZone, 4 RDP N Level0 JRZSRF, 4 L Debug i 4k
TEEIIRAS, TEE MR A LAE RS IE 5 1217 21 NonSecure %4 fE 2 1F Debug %
B, HNEMEH OEMxKey, tIGIEMAN 4%

4.3.1. TrustZone Kf#ifit (TZEN=0) RDP1 4[4 2% % RDPO

i1+ STM32CubeProgrammerCLI 74 ffi Hf OEM1Key fif4i /5 it RDP [ 2% 1) 7
o Jji—: Wik, 4 OEM1Key fi#4l, 5 RDP [%%%
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STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©x12345678 ©OxDEADBEEF

STM32_Programmer_CLI -c port=swd mode=hotplug -ob RDP=0xAA

B B 2% (DR I R 2 7E omd 7 10 & BIZS N R AT ENfE B
STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 0x12345678 OxDEADBEEF

ST-LINK SN : ©03EQ0473438510D34313939
ST-LINK FW : V3J8M3

Board : NUCLEO-U575ZI-Q

Voltage : 3.30v

SWD freq : 24000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : Ox482

Revision ID : Rev B

Reconnecting with the recommended frequency (1000 kHz)!
ST-LINK SN : ©03EQ0473438510D34313939
ST-LINK FW : V3J8M3

Board : NUCLEO-U575ZI-Q

Voltage : 3.30v

SWD freq : 1000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : Ox482

Revision ID : Rev B

Reconnected with the recommended frequency (3300 kHz)!
Device name : STM32U575/STM32U585
Flash size : 2 MBytes

Device type : MCU

Device CPU : Cortex-M33

BL Version : 0xdo

Debug in Low Power mode enabled

Unlock RDP1 password successfully done

STM32_Programmer_CLI -c port=swd mode=hotplug -ob RDP=0xAA

ST-LINK SN : ©03EQ0473438510D34313939
ST-LINK FW : V338M3

Board ¢ NUCLEO-U575Z7I-Q

Voltage : 3.30V

SWD freq : 24000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : Ox482

Revision ID : Rev B

Reconnecting with the recommended frequency (1000 kHz)!
ST-LINK SN : ©03EQ0473438510D34313939
ST-LINK FW : V338M3

Board ¢ NUCLEO-U575Z7I-Q

Voltage : 3.30V

SWD freq : 1000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : 0x482

Revision ID : Rev B




Reconnected with the recommended frequency (3300 kHz)!
Device name : STM32U575/STM32U585

Flash size : 2 MBytes

Device type : MCU

Device CPU : Cortex-M33

BL Version : 0x20

Debug in Low Power mode enabled

UPLOADING OPTION BYTES DATA ...

Bank . Ox00
Address 1 0x40022040
Size : 32 Bytes

ERRNR RN RN RN A RN AR RN RN RN ARNARNN NN NN 1c0%

Bank : oxe1
Address 1 0x40022068
Size : 8 Bytes

ANARNNARRNARNRARNN AR ANNARNR ARNAARRNARNAARNARENN 1o0%

PROGRAMMING OPTION BYTES AREA ...

Bank : Ox00
Address 1 0x40022040
Size : 32 Bytes

Reconnecting...
Reconnected !

UPLOADING OPTION BYTES DATA ...

Bank : Ox00
Address 1 0x40022040
Size : 32 Bytes

ARRRRRRE AR RN AN RN ARRRNANAN 109
Bank . oxel

Address . 0x40022068
Size : 8 Bytes

L et
OPTION BYTE PROGRAMMING VERIFICATION:
Option Bytes successfully programmed

— S A T BRI 4

STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©x12345678 OXDEADBEEF
RDP=0xAA
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4.3.2. TrustZone Affifilt (TZEN=0) RDP2 4 [42% %] RDP1

i1t STM32CubeProgrammerCLI 74 i OEM2Key fif#4i 5 fit RDP [ 2% i) 7l
o OEM2Key fif#8i 5, MFK H3h RDP F#204 Levell, RDP [F{E 7 OXFF, A5
SN i A AT R

STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP2 ©xFACEB@OC ©xDEADBABE

RS I i RS 2 7E omd B 1B BI LU FATEDAS 18
STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP2 @xFACEBOOC OxDEADBABE

ST-LINK SN : ©@03EQ0473438510D34313939
ST-LINK FW : V3J8M3

Board : NUCLEO-U575ZI-Q

Voltage : 3.30V

Unlock RDP2 password succefully done!
SWD freq : 3300 KHz

Connect mode: Power Down

Reset mode : Software reset

Device ID : 0x482

Revision ID : Rev B

Reconnecting with the recommended frequency (1000 kHz)!
ST-LINK SN : ©@03E@0473438510D34313939
ST-LINK FW : V3J8M3

Board : NUCLEO-U575ZI-Q

Voltage T 3.29Vv

SWD freq : 1000 KHz

Connect mode: Power Down

Reset mode : Software reset

Device ID : Ox482

Revision ID : Rev B

Reconnected with the recommended frequency (3300 kHz)!
Device name : STM32U575/STM32U585
Flash size : 2 MBytes

Device type : MCU

Device CPU : Cortex-M33

BL Version : 0xe®

Debug in Low Power mode enabled

LI RDP 144k 5 %1 Level1(0XFF)

4.3.3. TrustZone fi gt (TZEN=1) RDP1 fi##if4 2 2] RDPO

ik STM32CubeProgrammerCLI 754 OEM1/2Key f#4 = fit RDP & 2% 1) 711
CE TR EMIA RS RS 1E % 1217 %) NonSecure 1RAS)
o WIRAVILf#% RDP Levell %] LevelO f&2%, TZEN &£ A1, XM 5 TZEN=0 )34
ok, T DLERAE a0 i A 5 RRAA B RN R4

STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©x12345678 OXDEADBEEF -ob
RDP=0xAA

e 1R RDP Level1 [ %] RDP LevelO H:[F A} [A1iE TZEN, 0] DA FH— 4w & R BSR4 T
OEM1Key il RDP [42%+TZEN []38
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STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©x12345678 OxDEADBEEF -ob
RDP=0xAA TZEN=0

i PR IR R I R 22 7 emd & 1A BIRUN N 4T EIE &

STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©x12345678 OxDEADBEEF -ob
RDP=0xAA TZEN=0

ST-LINK SN : 004300273039510634393838
ST-LINK FW : V3JI7M2
Board : STM32U599J-DK
Voltage : 1.80V
SWD freq : 24000 KHz
Connect mode: Hot Plug
Reset mode : Software reset
Device ID : ©x481
Revision ID : Rev B
Reconnecting with the recommended frequency (3300 kHz)!
ST-LINK SN : 004300273039510634393838
ST-LINK FW : V3J7M2
Board : STM32U599J-DK
Voltage : 1.80V
SWD freq : 3300 KHz
Connect mode: Hot Plug
Reset mode : Software reset
Device ID : ©x481
Revision ID : Rev B
Reconnected with the recommended frequency (3300 kHz)!
Device name : STM32U5xx
Flash size : 4 MBytes (default)
Device type : MCU
Device CPU : Cortex-M33
BL Version : 0x91
Debug in Low Power mode enabled
Unlock RDP1 password successfully done
UPLOADING OPTION BYTES DATA ...
Bank : 0x00
Address : 0x40022040
Size : 40 Bytes
UL D L] ] e
Bank : @xo01
Address : 0x40022060

Size : 16 Bytes
AUARNNARRNARNARRUARNRRUARNANN 1o0%

PROGRAMMING OPTION BYTES AREA ...
Bank : 0x00

Address : 0x40022040

Size : 40 Bytes

Reconnecting.
Reconnected !
UPLOADING OPTION BYTES DATA ...
Bank : 0x00
Address : 0x40022040
Size : 32 Bytes
IRRRRRRN RN RN RN 100%
Bank : ox01
Address : 0x40022068
Size : 8 Bytes

ERARRRANRRARNNARRNARRRANRRARRRANENARNANE 1o0%

OPTION BYTE PROGRAMMING VERIFICATION:
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Option Bytes successfully programmed

4.3.4. TrustZone fiige (TZEN=1) RDP1 fi#4i[42 | RDP0.5

ik STM32CubeProgrammerCLI iy 4 H OEM1/2Key fi#i J5 it RDP [ 25 75 451
1. TZEN=1 H RDP ZJJE O i, & e ZORIEACHS RERS 1E 51247 1) NS IR
2. RDP1 | RDPO.5 [{) 446 S 50914 NS Flash [X 1) A A # R, XEEE S code
A RETCVE I Bk 1) NS Flash Code, M52 debug % H o2 LI
a. W% OptionByte 115 & 701 M RSS/SystemBootloader Ji &), 18R] LUER i 5
BOOT PIN i J5 2[m] 52 g 4%
b. Wi OptionByte 1115 B A 7t ¥F . RSS/SystemBootloader jA 2l (flaniE 1
BOOT_LOCK) , #-4#&IL S code HE 1 NS RAM code 15y, F-AEToikBbi
F4 % NS Flash code 154 N k% NS RAM code, M M £ #5 i iR0% 52 vl fe 1k

o IXH[EL A H-unlockRDP1, {H & Key s 2 H B TH W & 1L 1) OEM2Key HI{E

STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©xFACEBOOC OxDEADBABE -ob
RDP=0x55

fE B P g (Rl IR I AR 2 7 emd & R BRI 4T B S B
STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP1 ©xFACEB@OC ©xDEADBABE -ob
RDP=0x55

ST-LINK SN : ©03E00473438510D34313939
ST-LINK FW : V3J9M3

Board : NUCLEO-U575ZI-Q

Voltage T 3.29Vv

SWD freq : 24000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : 0x482

Revision ID : Rev B

Reconnecting with the recommended frequency (1000 kHz)!
ST-LINK SN : ©03EQ0473438510D34313939
ST-LINK FW : V3J9M3

Board ¢ NUCLEO-U575Z7I-Q

Voltage : 3.29Vv

SWD freq : 1000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : Ox482

Revision ID : Rev B

Reconnected with the recommended frequency (3300 kHz)!
Device name : STM32U575/STM32U585
Flash size : 2 MBytes

Device type : MCU

Device CPU : Cortex-M33

BL Version : 0x80

Debug in Low Power mode enabled




Unlock RDP1 password successfully done
UPLOADING OPTION BYTES DATA ...

Bank : Ox00
Address 1 0x40022040
Size : 32 Bytes

ANARRRARRNARNRARNNARNRRARNARNRARNAARNARRNARRNARENN 1o00%

Bank 1 oxe1
Address 1 0x40022060
Size : 8 Bytes

ERRNR RN RN RN A RN AR RN RN RN ARNARNN NN NN 1c0%

Bank 1 0x02
Address 1 0x40022068
Size : 8 Bytes

ANARNNARRNARNRARNN AR ANNARNR ARNAARRNARNAARNARENN 1o0%

PROGRAMMING OPTION BYTES AREA ...

Bank : Ox00
Address 1 0x40022040
Size : 32 Bytes

Reconnecting...
Reconnected !

UPLOADING OPTION BYTES DATA ...

Bank : Ox00
Address 1 0x40022040
Size : 32 Bytes

ARRRRRRE AR RN AN RN ARRRNANAN 109
Bank . oxel

Address . 0x40022068
Size : 8 Bytes

ARARRRARRNARNRARRAARRRRRNRARRRARNARRRARNARRNANENN 1o0%

OPTION BYTE PROGRAMMING VERIFICATION:

Option Bytes successfully programmed

4.3.5. TrustZone f§ifit (TZEN=1) RDP2 4[4 2: %] RDP1
RDP Level2 fif4i % 2% 3] RDP Levell, 5 TZEN=0 & T 40 [

STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP2 ©xFACEBOOC O©xDEADBABE
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B P2 IR I s £ 1E emd & & 2R Un R T ENE B
STM32_Programmer_CLI -c port=swd mode=hotplug -unlockRDP2 ©xFACEBOOC OxDEADBABE

ST-LINK SN : ©004300273039510634393838
ST-LINK FW : V3J8M3

Board : STM32U599J-DK

Voltage : 1.79V

Unlock RDP2 password succefully done!

5. ¥ %%k CHIPID

N EMEEE, BAISWmEH L —%, el e i 7 O_R FRUE
B A F) OEMxKey, {H & IXFEf—J7TH X OEMxKey M B — k%, —J7TH,
7£ RDP Level2 [z, BT iHRER: QT BUEM A B3R, R i 38 3 s
Ji 96bit UID KA 5 24 Ji (1505 F B 124 N — 41 OEM Key .

B XA )8, STM32U5 78 )54 96bit UID fIE:At F, 307 —4 32bit R4k
CHIPID, i%x/ CHIPID f#7E T-Hg{4-1t1 DBG #yc, 1 HEJ{#7E RDP Level2, X/
CHIPID 7] DL f1 it 283 1 JTAG/SWD i 13K . K1 OEM T LA FH X ANk
CHIPID K fEift.—HL— % ] OEMxKey ke it 2, [FIl ] DA7E 75 2248 ] OEMxKey i
PR e AA B2 H CHIPID, #4520 21T OEMxKey i#E47 il -

32bit CHIPID w] LA i ity [ TR EL,  n] DLdE s ARAS 2 E, CHIPID fysthhik >y
0XE0044104.

HER:
e 4 RDP 4T LevelO i}, 32X 32bit CHIPID B EIfE A4x 0
o A4 RDP 4t T-3E LevelO I 4 gzt E#i Y CHIPID

CHIPID i () s fE an
o OEMxKey kit f2
% #E RDP A Levell (& Level 0.5)
H CHIPID
AR — AN PR CHIPID i ] B A SRR A2 1% CHIPID X RH Key
W IRZE R Key 7By OEMxKey 5 A& Fr
W E RDP B 2R E M0 (4 Level2)
e OEMxKey fi#diiid 72

o iR EsET JTAG/SWD #4285 2B CHIPID

o EAIHURYE —AN %P1 F1 CHIPID Al H EE M IR A 1% CHIPID X Ri) Key
BIRA Key 758 OEMxKey it Fr 347 RDP B&2¢.

O O O O O
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5.1. 4%k CHIPID fi2EX

Rk CHIPID wJ DUl il i HACHY ELRL s il OXE0044104 3145, thnf LUE T
STM32CubeProgrammerCLI 4 3EHL, frA U F:
STM32_Programmer_CLI -c port=swd mode=hotplug getAuthID
ER:
1. STLink 7 ZZ 5 H $| V3JOM3 B LA FRiiA
2. STM32CubeProgrammer 5 2 8 ¥ 3] V2.9.0 5 LA LA

BT 1% 1E RDP Levell RPRF BISEMUAT G S, Wi G2 r# 2 B3R CHIPID
STM32_Programmer_CLI.exe -c port=swd mode=hotplug getAuthID

ST-LINK SN : ©@03E@0473438510D34313939
ST-LINK FW : V3J9M3

Board : NUCLEO-U575ZI-Q

Voltage : 3,29V

SWD freq : 24000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : 0x482

Revision ID : Rev B

Reconnecting with the recommended frequency (1000 kHz)!
ST-LINK SN : ©03E00473438510D34313939
ST-LINK FW : V3J9M3

Board : NUCLEO-U575ZI-Q

Voltage : 3.29Vv
DBGMCU_DBG_AUTH_DEVICE : ©x292D8E4A
SWD freq : 1000 KHz

Connect mode: Hot Plug

Reset mode : Software reset

Device ID : 0x482

Revision ID : Rev B

Reconnected with the recommended frequency (3300 kHz)!
Device name : STM32U575/STM32U585
Flash size : 2 MBytes

Device type : MCU

Device CPU : Cortex-M33

BL Version : Ox__

Debug in Low Power mode enabled

181762 1E RDP Level2 BPK & BRI &S, s HalEE S I, XRIEFEIER,
Xy RDP Level2 I 4% (- 82, (H2 CHIPID % IH AT DAL, 34 (0 i 2 i 3040 BN SR
CHIPID
STM32_Programmer_CLI.exe -c port=swd mode=hotplug getAuthID

ST-LINK SN : ©03E00473438510D34313939

ST-LINK FW : V3J9M3

Board ¢ NUCLEO-U575Z7I-Q

Voltage : 3.29Vv

Error: Cannot connect to access port ©

If you are trying to connet to a device with TrustZone enabled please try to connect with
HotPlug mode




LAT1086

2nd connect tentative with a lower frequency (8MHz)
ST-LINK SN : ©03E00473438510D34313939

ST-LINK FW : V3J9M3

Board ¢ NUCLEO-U575ZI-Q

Voltage : 3.29Vv

DBGMCU_DBG_AUTH_DEVICE : ©x292D8E4A

Error: Cannot connect to access port 0

If you are trying to connet to a device with TrustZone enabled please try to connect with
HotPlug mode

6. /P&

STM32U5 i fit 1 58 R (ks i A= i Jo S8 BEA LA, 72 STM32L5 LA 380 1
OEM Key #fttk, —JrHRENS Ry RDP U0 PR He4, B EnE: 55— Jr Tty
/b7 RDP Level2 {8 o (¥R R RIS o5, [RIBS IS0 T 32bit £5:5% CHIPID, BEf8 /7%
b SEILLE A A 1L B N 5] OEMxKey 73K .

LAT1086 - Rev 1.0 page 16/18



Lys

LAT1086

S 3R

Conty, 3EM; &0, 3EEM: ]

A AR R A KA H
RM0456 Reference manual STM32U575/585 Arm®-based 32- | Rev0.4
bit MCUs
UM2237 STM32CubeProgrammer software description Rev16.0
A BT B TR KR A

STM32CubeProgrammer v2. 8. 0
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https://my.st.com/resource/en/user_manual/dm00403500-stm32cubeprogrammer-software-description-stmicroelectronics.pdf
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2021411 H 20H 1.0 ERRK AR

HEAM - HFAE

BEEREAFRMET AR (ST REFERXT ST 7 A/ SUASCRT AR BN, A AT . SKOTAEAT BRZ BRI T ST 7™ b
PR R . ST /™ S B R IR AT SR A (ARG ST 888 40K

ST EAT 5T ST P MG FE A, ST MEAVRTE L5 R B 8 S5 7% b BEH ARG (KA T 534E
ST AXMEATEIR BUHAT AT WIS BUBR B A BV AT
FERRI ST P2 A AR T RLAR SR BLME BIRIHLE, A5 280 ST EFXT2™ i T MR FAE R L

ST il ST #ihz2 ST MRk, & ST MilsMEL(EE, 1HS% www.st.com/trademarks. Fith HAt= m B8R % 4 RN H & 8 Frd & i
7o

ASCHGR ST P EAM AR BARME 5, BIECR S5, RIS 7% 7= S R s, FhNE A RIS
ST BB —20, 7 LASEBRN IR IE LS /AN ST & B R AT I A B AHE . 404 584 F EAUL T RIA SR (IR, REEES) 5
S FRATHASARSE PR RN AR SRS P AT 3 BRI o

AR S BURA SR A SRR A 3 R (5
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