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Application protocols
SNMP,
DNS client,
DHCP client,

Transport protocols
UDP,
TCP,

Internet Protocols
ICMP,
IGMP,

Datalink Protocols
ARP,
PPP
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Lwip add-on application

Webserver Demo by ST
DHCP client Demo by ST
TFTP client & server Demo by ST
UDP echo client & server Demo by ST
TCP echo client & server Demo by ST
UDP simple client demo Demo by ST Available on demand
UDP simple server demo Demo by ST Available on demand
TCP simple server demo Demo by ST Available on demand
TCP client demo with DNS Demo by ST Available on demand
SNMP client
SMTP client Please refer to
NetBlIOS nameserver http://savannah.nongnu.org/projects/lwip/

Ping (board => PC)
‘YI
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TCP/IP solutions (1/2) -

Provider Solutionname Availability
F107 F2

CMX CMX-TCIZHI\;,XC_II\/IL);-tMicroNet, Source License Y Y Y
EUROS TCP/IP stack Binaries License Y Y Y
ExpressLogic Netxlgr\}cjr /II\IPe\;%( buo Source License Y Y Y
eCosCentric SecureSockets, SecureShell Source License Y Y Y
eForce uNet3 Source License Y Y Y
GreenHills H-velOSity TCP/IPv4/v6 Source License Y Y N1
HCC MISRA HCC-TCP/IPv4/v6 Source License Y Y Y
Interniche NicheLite Source Free Y Y Y
Interniche NicheStack Source License Y Y Y
Interniche embTCP v4/v6 Binaries License N Y Y
KeillARM MDK-ARM TCPNET Source License Y Y Y
SICS LwiIP Opensource(BSD) Free Y2 Y2 Y2
MentorEmbedded Nucleus Network Source License Y Y Y
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TCP/IP solutions (2/2)

: _ Availability
Provider Solutionname
F107 F2
Micrium HC/TCP-IP Source License Y Y Y
MicroDigital smxNS and smxNS6(DuallPv6/v4) Source License Y Y Y
Open source Free or
QRpETe) SYEiEnEE (GPL2)or source License Y Y Y
Quadros RTXCQuadnet Source License Y Y Y
Rowebots Unison TCP-IP/v4-v6 Source License Y Y Y
SEGGER embOS/IP Source License Y Y N1
SICS Contiki/uIP6 Open source(BSD) Free N N N1
_ _ Availability
Provider Solutionname
F107 F2
OryxEmb. CycloneSSL Open source(GPL2) or Source Free or license Y Y Y
PolarSSL PolarSSL Open source(GPL2) or Source Free or license Y2 Y2 Y2
yaSSL CyaSSL Open source(GPL2) or Source Free or license N Y Y
xirilable on customer request. Please contact supplier
2am-port to STM32 was implemented by ST




TCP/IP solutions detalls (1/2) gun

Provider Solutionname Details
CMX CMX.TCP/IP PPP,PPPOE,ARP,IGMP,ICMP,IPv4,UDP,TCP,DHCP(cs),DNS,FTP(cs),IMAP4,
NAT,POP3(c),SMTP,SNMP,SNTP, Telnet(s),SSL/TLS, TFTP(c),HTTP(s)
. PPP,ARP,IGMP,ICMP,IPv4,UDP,TCP,DHCP(c),DNS,FTP(cs),POP3(c), SMTP,
CMX CMX-MicroNet SNMP,SNTP, Telnet(s),SSL/TLS, TFTP,HTTP(s)
EUROS TP/ stack PPP,PPPOE,ARP,IGMP,ICMP, IPv4,IPv6,IPSec/IKE,UDP, TCP,DNS,DHCP(cs),F

TP(cs),NAT,POP3(c),SMTP,SNMP,SNTP,Telnet(s),SSL/TLS, TFTP,HTTP(cs)

ExpressLogic

NetX and NetX Duo

PPP,ARP,IGMP,ICMP,IPv4,I1Pv6,IPSec/IKE,UDP, TCP,DNS,DHCP(c),FTP(cs),N

IPv4/IPv6 AT,POP3(c),SMTP,SNMP,SNTP, Telnet(s), TFTP,HTTP(s)
eCosCentric SecureSockets SSH2
eCosCentric SecureShell SSL/TLS
eForce HNet3 PPP,ARP,IGMP,ICMP,IPv4,IPv6,UDP,TCP,DNS,DHCP(c),FTP(s),SSL/TLS
HCC MISRA HCC-TCP/IP v4/v6 = ARP,ICMP,IPv4,IPv6,UDP,TCP,DNS,DHCP(c),FTP(s),SMTP, TFTP(s),HTTP(s)
GreenHills p-velOSity TCP/IPv4/ve ARP,ICMP,IGMP,IPv4,1Pv6,IPv4/6,UDP,TCP,DNS,DHCP(c),
Interniche NicheLite ARP,ICMP,IPv4,UDP,TCP,DNS,DHCP(c),FTP(s), Telnet(s), TFTP
SLIP,PPP,PPPoE,ARP,IGMP,ICMP,IPv4,IPv6,IPSec/IKE,UDP,TCP,DNS,DHCP
Interniche NicheStack (cs),FTP(cs),NAT,POP3(c),SMTP,SNMP,SNTP, Telnet(s),SSL/TLS, TFTP,HTTP(
s),RTP/RTCP,SSH
Interniche emb TCPv4/v6 ARP, TCP/IPv4,IPv4/v6HTTP,FTPTelnetiICMP,UDP, TCP.DNS,DHCP
Keil/ARM MDK-ARM TCPNET tS(Isj)l’P_I_,II:_II_DFIE’(,;O)\!T_lF_’I_,_IrF:::/(i,)ICMP,UDP,TCP,DNS,DHCP(c),FTP(S),SMTP,SNMP,TeIne
SICS LwIP PPP,ARP,ICMP,IPv4,UDP,TCP,DHCP(c),DNS(c),SNMP(c),SMTP(c)
MentorEmbedded Nucleus Kernel PPP,PPPOE,ARP,IGMP,ICMP,IPv4,IPv6,IPSec/IKE,UDP,TCP,DHCP(c),FTP(cs)

,NAT,SNMP,SNTP, Telnet(cs),SSL/TLS, TFTP(cs),HTTP(cs)
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TCP/IP solutions detalls (2/2) -

Provider Solutionname Details

ARP,ICMP,IPv4,UDP,TCP,DNS,DHCP(c),FTP(cs),SMTP,POP3(c),SNTP, T
elnet(s),SSL/TLS, TFTP,HTTP(s)

SLIP,PPP,PPPoE,ARP,IGMP,ICMP,IPv4,IPv6,IPv4/6,UDP, TCP,DNS,mDN
MicroDigital smxNS and smxNS6(DuallPv6/v4) = S,DHCP(cs),FTP(cs),NAT,POP3(c),SMTP,SNMP,SNTP,Telnet(s),SSL/TLS
,TFTP,HTTP(cs),RTP/RTCP,SSH

ARP,|Pv4,ICMP,IGMP, Pv6,ICMPv6,MLD,NDP,SLAAC,UDP, TCP,DNS,DH
CP(c),DHCPV6(c),SMTP(c),FTP(cs),HTTP(s)

PPP,PPPoOE,ARP,IGMP,ICMP,IPv4,IPv6,IPSec/IKE,UDP,TCP,DNS,DHCP(
Quadros RTXCQuadnet cs),FTP(cs),NAT,POP3(c),SMTP,SNMP,SNTP, Telnet(s),SSL/TLS, TFTP,H
TTP(cs),UPnP, Prioritized Packets Handling

PPP,ARP,ICMP,IGMP,IPv4,IPVv6,IPv4/6,6LowPan,IPSec,UDP, TCP,DNS,D

Micrium HC/TCP-IP(anduC/SSL)

OryxEmb. CycloneTCP

Rowebots Unison TCP-IP/v4-v6 HCP(cs),SMTP(c), SNMP, Telnet(s), TETP(cs),HTTP(cs),NAT
PPP,PPPOE,ARP,ICMP,IGMP,IPv4,UDP, TCP,DNS,DHCP(c),FTP(cs),SMT
SEGGER embOS/IP P(c), Telnet(s), TETP(cs),HTTP(s)
SICS Contiki/ulP6 IPv6,6LOWPAN

For recently solutions, please refer to

http://www.st.com/st-web-

ui/static/active/en/resource/sales and marketing/presentation/product presentation/stm32-
stm8 embedded software solutions.pdf
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Useful tools: WireShark

* WireShark is

 a network monitoring tool
* It uses WinPcap that interfaces directly with the Network card

* Wireshark allows you to
» See all the packets sent or received by the PC
* Filter the packets to display only the relevant information.
» The packets content is formatted for easy reading
» This Software cannot send any data



WireShark : how to use it
- Select the network interface you want to monitor

4! The Wireshark Network Analyzer

File Edit View Go BeEREEE Analyze Statistics Help

& @
— @l Options... Chrl+K
Filter: I a Start
“ Stop Ctrl+-E
ﬁ Restart
@l Capture Filters. ..

Description P Packets Packetsfs Stop

: d. Adapter for generic dialup and YPN capture urknown 0 : tions | | Details

| i. Broadcom MetXtreme Gigabit Ethernet Driver 192.168.1.3 81 tions | | Details

| ‘. Intel{R) PRO/\Wireless 2200BG Network Connection koo 0 i tions | | Details

d. Mortel IPSECSHM Adapter - Eacfilt Miniport 0.0.0.0 11 0 QOptions | | Details

Help Click here to start the Packet Log Close
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life.augmented



WireShark : ICMP Echo Requests & Replies

o - Wireshark

Gigabit Etherne

[- [=]x]

File Capture  Analyze Statistics Help

Edit View Go Start/Stop Buttons
B BEEXEE AT ELIBEE QQAl | #EM%| O
Filter: ]"lp. host==192.168.1.2 ¥ Expression... Clear apply Filter to display only the packets form or to the target board
Mo. - Time Source Destination Protocol Info

408 S 8 S 8 P 0 o » e elected ame

553 152.634208 152.168.1.2 192.168.1.3 ICMP Echo (ping) reply

558 153.623773 152.168.1.3 152.168.1.2 ICMP Echo (ping) reguest

559 153.623923 192.168.1.2 192.168.1.3 ICMP Echo (ping) reply

562 154.639831 192.168.1.3 192.168.1.2 ICMP Echo (ping) request

563 154.639968 192.168.1.2 152.168.1.3 ICMP Echo (ping) reply

569 155.655550 192.168.1.3 192.168.1.2 ICMP Echo (ping) request

570 155.655688 192.168.1.2 192.168.1.3 ICMP Echo (ping) reply

w
/ \ Protocaol type 3 \
- PING is using ICMP )
Source : Destination : PING Requests & Replies

- ICMP requests sent by the PC {192.168.1.3)

- ICMP requests sent to the Target board (192.168.1.2)

- ICMP Replies sent by the Target board {(192.168.1.2) - ICMP Replies sent to the PC (192.165.1.3)

>
® Frame 552 (74 bytes on wire, 74 bytes captured)
# Ethernet II, Sr¢: Foxconn_2b:e7:a0 (00:15:58:2b:e7:a0), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
# Internet Protocol, Sr¢: 192.168.1.3 (192.168.1.3), Dst: 192.168.1.2 (192.168.1.2)
# Internet Control Message Protocol
\ & C:\WINDOWS\system32\cmd.exe - | x
Raw data of the selected frame Details of the selected Frame Reply from 192.168.1.2: bytes=32 time<ims TTL=255
Ping statistics for 192.168.1.2:
L : - — Packets: Sent = 4, Received = 4, Lost = 8 (Bx los
0000 00 00 00 00 00 01 00 15 58 2b e7 a0 08 00 45 00 | ........ PN pproximate round trip times in milli-seconds:
0010 00 3¢ 14 f0 00 00 80 01 a2 7b c0 a8 01 03 cO a8 R PR PR ] R br Minimum = Bms, Maximum = @ms, Average = Bms
0020 01 02 08 00 e6 Sh 03 00 64 00 61 62 63 64 65 66 | ..... [.. d.a
0030 67 68 69 6a 6bh 6¢C 6d 6e 6f 70 71 72 73 74 75 76 ghijkImn opqg o
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi kS
4

Broadcom MetXtreme Gigabit Ethernet Driver: <li... | Packets: 621 Displayed: 8 Marked: 0 Profile: Default
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Useful tools: xcap

- Xcap Is

« A windows packet generator & sender tool through a specified
Interfaces on you computer.

* What you can do through this tool:
* create a packet by a packet creating wizard
» send the packet you created

e create ipv4&Ipv6 fragments, you can create a long packet(can not
exceed 16K bytes)

* browse the packet by WireShark



Xcap: How to use it (Please refer to help)

g 2ota-o7-1a 15-41-13 | R
= = &0
_gg #[1 - [Microsoft] MRC
= = #02 - [Broadcom 440x 1C Destination MAC Action Hum Loop
Ef E# : \Device\NPF_{D54 Data link layer 02:00:00:00:00:00 Fized  +||1 o
Ef 7 : Broadcom 440x 1 configuration — ]
= E:i' &% 192.168.0.11 Source MAC Action Hum Loop
ks 192.168.0.11 00:00:00:00:00:00 Fixed - |1 ]
g feB0:2c16:2174:9817
i Link Type : EN10MB Vian
L ) _ _ _
£ #&5: 0 @ Hone Vlan (O Single Vlan (O Double Vlan(QinQ)
= % fae Type Pri/CFI PE-Vlan Bction Hum Loop
1 sYN
B i Tl 0x8100 i} 1} Fized 1 i}
[] cases MNet interface Type Pri/CFI C-Vlan Action Num Loop
[7] sample 0x9100 | [q 0 Fized 1 ]
[ ] statemachines

|-_—=|] test.tcl

More wlans(Hex)

Iype

@ EthernetII () 802.3 (O Custom

MNext layer Type 0x0800 (IBvi)
configuration: IP
(Select Type:IPvd)

thpend FCS at the end of packet
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Useful tools: sokit

* What does this software do:
* Allow to send/receive UDP data
* Allow to send/receive TCP data (TCP client)

« Allow to listen for incoming TCP connection, send/receive TCP
data (TCP server)



BEE | wes | sow | osE |

sokit: How to use It

Configuration

E eSS

PIEERE
TCP sk | 192.168.0.11 iwm: | 7 JCE
UDP #ifi: 192.168.0.11 - iml: ~ | UDP {slir

B3
=3

FiE1:
FiE:2:
£dEs:

WEicE B0, EE0

15:43:51 MSG start TCP server successfully!

i

—
[z |
==

e | ¥EE | EFR | 0EE

i

You can send/receive data Hf

FMERE

15:43:51 MSG start TCP server successfully!

BRSSEEMENE: | 192.168.0.10 w7 | TCP & ] UDP iEi& Configuration
EHED: EiE
s
si2
o
WEDE: B0, BE0 WESIN=ES

15:51:04 MSG TCP connection to 192.168.0.10:7 opened!

You can send/receive data here,

15:31:04 MSG TCP connection to 192.168.0.10:7 opened!

Lys

life.augmented



Useful tools: TCPView

* TCPView is

« a Windows program that will show you detailed listings of all TCP
and UDP endpoints on your system

* including the local and remote addresses and state of TCP
connections.



TCPView: How to use It

Options  Process View Help

EHa =@ |

Process T PID Protocol Local Address Local Port Femote Address ERemote Port State Sent ]
[ wininit. exe 496 TCEVE minerva—pe 43132 minerva—pc a LISTENING
[ wininit. exe 496 TCF Minerva—FC 49152 Minerva—FC i) LISTENING |
& Svstem 4 UDP minerva-po netbics—ns & &
Svstenm 4 UDP minerva-pec netbics—dem B B
Svstenm 4 TCPVE minerva-pec microsoft—ds minerva-pc 4] LISTENING
Srstem 4 TCP Minerva—PC microsoft—ds Minerva—FC 0 LISTENING |
Svstenm 4 TCP minerva-po netbigs—s&En Minerva~FC o LISTENING
svchost. exe B48 UDFVE [£e80:0:0:0:2c16:... 546 & & |
svchost. exe 1236 UDPVE minerva-pc 5333 B B
svochost, exe 1236 UDP Minerva—-PC 1lmnr B B
svchost. exe 78O TCPVE minerva—pe epmap minerva-pc o] LISTENING |
svchost. exe S48 TCFV& minerva-po 43133 minerva-pc a LISTENING
svchost. exe 908 TCFVE minerva-pec 43134 minerva-pc o LISTENING |
svchost. exe 78O TCP Minerva—-PC epmap Minerva—-PC 1) LISTENING
svchost. exe B4B TCP Minerva—-PC 49153 Minerva—-FC 0 LISTENING
svchost Minerwva—PC 49154 Minerva—FC 0 LISTENING |
1 = TCP minerva-pc echo Minerva—PC LISTENING
sokit. exe TCP minerva-po 43196 192. 168. 0. 10 echo ESTAELISHED

sokit. exe TCP minerva-pec 43203 192. 168. 0. 10 10 SYN_SENT

services. exe 332 TCPVE minerva—pc 43156 minerva-pc [1] LISTENING

services. exe 332 TCP Minerva—-PC 49156 Minerva—PC 4] LISTENING
: FdfSnap. exe 508 UDP Minerva—PC 53943 B ®

lzass. exe Je8 TCFVE minerva-po 49135 minerva-opc 0 LISTENING

lzass. exe J&8 TCP Minerva-FC 49155 Minerva~FC o LISTENING

jtagserve. .. 1736 TCP Minerva—-PC 1309 Minerva—-PC 1) LISTENING

3edtrar. exe 1336 UDP Minerva—-PC 3600 B B

3eltrar. exe 1336 UDP Minerva—PC 49152 B B

This three process are all produced by sokit,

Tep_server is listeing.

Cne of tcp client is established. { Server IP: 192.168.0,10 Port: 7{echo) 3
The other is SYMN_SENT. (It can't connect successfully, it connect the wrong
port (1073 '
4 | i S [ b
Endpoints: 27 Established: 1 Listening: 17 Time Wait: 0 Close Wait: 0

Lys
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Useful tools: TFTPD32

Features I P i, EBX)
Current Directory |E:'qu:urk'xTraining'xEthernet Tday Training4Softwareshttpd32. 335 ﬂ Browse |
Server interfaces |152_153_1_1|][| ﬂ Show Dir |
* DHCP Server [orcr sover] Log v |
IP pool starting address [192.168.1.700
Size of pool o
* TFTP Server Beal ik I
WINS/DNS Server  [192.1681.10 2 DHCP Server
Default router 132.168.1.1 ¢ [ Configuration Example
. Mask |255.255.255.0
° TFTP Cllent Damain M arne |
Additional Option I |
_allocated at IP MAC renew at
0318120855 1921681101 00:00:00:00:00:02 038120856
¢ SNTP Server 0318120857 192.168.1.102 00:15:58:28:E7.... 0318120500
- Syslog Server Assigned |IP Addresses
* DNS Server
Ahoyt Settings Help

Lys
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Useful tools: Colasoft Ping Tool

° Fe atu reS - & wonw.colasoft.com - Colasoft Ping Tool [=i=]E=] 1

7| <y®ColasoltCapsa
B - F-:htt.ﬁnlﬁr .

* Graphic window

W aww colasoftcam

&
-]

* Ping — Summary

]
=]

Response Time{ms)
2
2

- - Qo | T T }
o Plng - Detal IS I008.11-18 11-3013 008-11-18 113023 0081118 11: 3033

BB ¥ @ I’é_"']”" www.colasoftcom

iy www colazoft com [1%] bytes = 64 time = &6ms TTL = 5%
& 207218235182 [16] bytes = 64 time = 66ms TTL = 55
@ Locatborilnited States [17] bytes = 64 time = S4ms TTL = 55
& Packets Sent:22 [18] Bytes = 64 time = S4ms TTL = 55
@ Packets Received:19 [19] bytes = &4 time = 55ms TTL = 55
D Packets Lost3(13% loss) [20] bytes = 84 time = S4ms TTL = 58
© Rezponss Ume Minkmum:sams [21] bytes = 64 time = S4ms TTL = 55 §
@ Response tirme Maximur:TTms 122 TimeOut. E
i t A 57 . {
© Response time Average:57ms [23] bytes = 64 time = 273ms TTL = 55 |

Ready CAP INUM | SCRL
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Useful tools: (Need License)

* Ping Tester
« TCP Viewer

* And so on...
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CONFIDENTIALITY OBLIGATIONS:
THIS DOCUMENT CONTAINS SENSITIVE INFORMATION.

IT IS CLASSIFIED “MICROCONTROLLERS, MEMORIES & SECURE MCUs (MMS) RESTRICTED AND ITS DISTRIBUTION IS SUBMITTED TO ST/MMS
AUTHORIZATION

AT ALL TIMES YOU SHOULD COMPLY WITH THE FOLLOWING SECURITY RULES:
- DO NOT COPY OR REPRODUCE ALL OR PART OF THIS DOCUMENT

- KEEP THIS DOCUMENT LOCKED AWAY
- FURTHER COPIES CAN BE PROVIDED ON A “NEED TO KNOW BASIS”, PLEASE CONTACT YOUR LOCAL ST SALES OFFICE OR

DOCUMENT WRITTER.

Information furnished is believed to be accurate and reliable. However, STMicroelectronics assumes no responsibility for the consequences of use of
such information nor for any infringement of patents or other rights of third parties which may result from its use. No license is granted by implication or
otherwise under any patent or patent rights of STMicroelectronics. Specifications mentioned in this publication are subject to change without notice.
This publication supersedes and replaces all information previously supplied. STMicroelectronics products are not authorized for use as critical
components in life support devices or systems without express written approval of STMicroelectronics.

The ST logo is registered trademark of STMicroelectronics

All other names are the property of their respective owners

© 2015 STMicroelectronics - All Rights Reserved
STMicroelectronics group of companies Australia - Brazil - Canada - China - Finland - France - Germany - Hong Kong -
India - Israel - Italy - Japan - Malaysia - Malta - Morocco - Singapore - Spain - Sweden - Switzerland - United Kingdom - United States.

www.st.com
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