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= Hardware/Silicon flow

= Encryption keys flow

= Software flow

2. Secure STM32 shipment
| |/ A

Untrusted

1S7] . manufacturer
4. HSM tool shipment =
' 5. Encrypted FW
Trusted :
: programmed into STM32
manufacturer 3. keys stores into HSM

using HSM key
management

6. STM32 with PCROP’ed or RDP’ed
code protection sent to device Owner

"l Device Owner 3
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Device Owner
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Personalized at ST and by ST only once

@ Untrusted
manufacturer
SFI-HSM software @

! OPERATIONAL_STATE/ ;%‘ i
! OEM_STATE I
: Counter FW Key (iv+key) (locked/Unlocked) :
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Trusted Package Creator —
o8 ' Encrypted FW

‘Yl config | FW FW Key 5

— Device Owner OEM (iv+key)
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HSM OEM-CM

This Chip Certificate

Production
line

1. Check certificate using
ST Public Key

2. Check chip Product
type and version

3. Generate license using
certified Chip Public
Key

4. Count number of chip
license requests

"l — Encrypted FW + o
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« HEIBEA X FFSFIIRFZASTM32R 51

Type Part numbers Order code
o L462C E N H 753 N H 7 BB “~ LSé % 5” STM32H753xl All order codes supported (refer to
STM3?HTE x| datasheet ordering information section)
° Eﬂﬂﬂ%, EJ' *E *Eg )ﬁ g ;k Z'_E%U Microcontrollers STM32L462CE STM32L462CEUBF(1)
STM32L Sxxxx E: g?,i;;tfﬁ Series, referred hereafter
° *E s 2 /—r fl',l.
« AN4992, SFIRRFBMER
« UM2238, STM32 trusted package creator TE 477144 | GE’
« AN5054, {fFSTM32Cubeprogrammerf{& £ k% =
KY L2028, srinsvwssemsm oo pegmmng sy |17
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