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Secure Bootloader & Secure Firmware Update

SBSFU Application

- -
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Secure Engine Interface

Call Gate Entry point

User Appli FW
Secure Image Boot.Info

Functions Helpers

CMSIS Hardware Abstraction Layer API Boards Support Packages
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STM3214xx STM32f4xx STM32[0xx STM32G0xx STM32G4xx STM32H7xx

_HW Components

‘ ’l STM32 Nucleo Board STM32 Discovery Board 3
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>

>

W

W

» 1_Image

STMEECubeExmeu.n__iESB.QLZlﬂ_,l readme.txt : =P ITMB R E

_htmresc
Drivers
Middlewares
Projects
32L4%RGDISTOVERY
B-LATSE-1OTP1A
MUCLED-GOF1RE
Applicatiors

W E_Irnag@

>
IO
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> 2_Images_SBSFU@—

nf - SEVEA - B

readme.txt :

o HAXNHEXRPXANMNELGZE (=#—)

] F_'_Images_SECorEEi.

> 2_Images_UserAp@)

> Linker_Commaon
MUCLED-GATARE
MUCLED-H7532
MUCLED-LO7IRZ
MUCLED-L1532RE
MUCLED-L432KC
MUCLED-L47ERG

o 4 ppostbuild.bat, FATFRELUserAppln BRIZmIE - £5HEE

« iR#Eprebuild.batf fise keys.c, FFXIFRWEE « ECDSAZ4Bhard codeZE[{t I8

se_crypto_config.h x
I
#$define SECBOOT_CEYFTO SCHEME SECBOOT ECCDSL WITH AES135 CBC _SHR3S56 /40« Selected Crypto Scheme &/
#define SECBOOT_ECCDSL WITHOUT ENCEYFT SHR256 (17} /+1< asymmetric crypto, no FW encryption o
#define SECBOOT_ECCDSL WITH AES123 CBC _SHR2S56 (27} A41< asymmetric crypto with encrypted Firmware o
#define SECBOOT_RES12E GCM RES135 GCM BES128 GOM (3T} /41« symmetric crypto o
readme.txt :

e TR & TEEHFHR
o XMA2image-2slotAE : THEIEY ; B EF ol REE

e TEA] - BERSAIRS (ZEIET : RDP/PCROP/WRP/Boot_lock/nBOOT_SEL...)

o BTN FBEEODILEHAPRE

P-MUCLEQ-WB33.Mucleo

STM3I2F413H-Discovery
STM32F7681-Discovery

Readme

LUtilities

readme.txt :
o TEFTEH - N RFAH
e UserApp.bin, @3 postbuild.bat4 BiUserApp.sfu, SBSFU_UserApp.bin

2_Images_UserApp * Binary

Marme

Fa

| | SBSFU_UserApp.bin

D UserApp.sfb




X-Cube-SBSFU InHEHWES

Step 1 — SECoreBin compilation Step 2 — SBSFU compilation Step 3 — UserApp creation and
loading via SFU
se_interface_appli.o ‘ _____ '__‘\-
L]
—|—PI3 ___-ﬂ I
UserApp ]
STM3? Inmtermal FLASH : UE'EI'.I"'.DP bin ] UserApp. sfb
!
I
: STM32 Internal FLASH 1
: i
] I
] I
H i
I I
I 1
' i
SFU i
Process !
i
I
= [wibkp mage header 2 i
----- +  Ingufor F = 2 i
- - 1
:  Dowmloadbac imags =
: e . :  Dwibkp image header & |
hlIIIIIIIlIIIIIIIIlIIIIiIIIII: : -: |
: ﬁ:mmﬂgam H : ) H i
! : = Downloadbackup imags & i
: ACTE Image i H ; !
: : Active image hiader |
:.-III-II-II-II-IIIII-IEII.-IEIB-IIIIIII-III-E ;
AL R R R R R R A R R R R R R R R R N R N mlm ‘ ___________
SBSFU.bin
:-Il'l'lll-l-ls;ﬁlﬂl-rlaﬂﬂl'lill'l'li
Kyy 5
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2 _Images_SECoreBin\

Binary\ECCKEY.txt

2_Images_SECoreBin\
Binary\OEM_KEY_CO

)

prebuild.bat

|

MPANY1_key AES C

THE—

(secorebin) HB4% A i

BC.bin

MUCLEOD-GOFIRE_2_|mages_SECoreBin

Files
=i -E
=

| L

| —

&

Ly gas

Options for node "Project”

Categony:

2 _Images_SECoreBin\
EWARM\se key.s

2_Images_SECoreBin\
EWARM\postbuild.bat

General Options

Static Analysis

Runtime Chedking
C/C++ Compiler
Assembler
Output Converter
Custom Build
Linker
Debugger

Build Actions Corfiguration

Pre-build command line:

|cmd AC "emd /C SPROJ_DIRS prebuild bat "$PROJ_DIRS" "

Post-build command line:

ER IProject- NUCLEO-GD?1RB_2?_Images_SECoreBin
21 W Application
H2 B EvWARK

- 5 |—E E se keEs I

section .5E Key Data:CODE

Lo User

Fa B se_crypto_bootioader.c
se_low_level.c
M Doc
B Drivers
21 W Middlewares
F2 B STH32_Cryptographic
| L— [ sTMIzCryptographicy3.1.1_CMIPLUS_IARVE &
L3 @ STh32_Secure_Engine
ze_hoaotinfo.c
se_callgate.c
se_crypto_commaon.c
se_exception.c
se_fwimg.c
se_startup.c
se_user_application.c
se_utils.c

L

EXPORT 5E_ReadHesy
5E_ReadKey

EXPORT SE_ReadEey Pub
SE_ReadkEey Fub

2_Images_SECoreBin\
EWARM\SE_Core.bin

Presentation Title 6



T F2— (SECorebin) BYDEE

Asszembler tHdefine Diagnostics Checlsum Encodings Extra Options
Qutput Converter

. *E *E —_— A\ I . k K 14: — >\< Custom Build Use command line options
— EJ‘ ' ) )
- I n e r E Command line options: {one per ling)

Debugger —config_search 8PRCJ_DIRE. A\ \Linker_CommanEWARM®,

. Azzembler Corfig  Library  Input Simulato

* Stm 3 2 g O 7 1—ﬂ as h ' ICf Output Converter Linker configuration file —
Custom Build ]
_ _ Build Actions Cvermide default
* mapping_sbsfu.icf [SPROJ_DIRSstm32907 x¢_flash icf
- Debugger
Simulator Edit...
* mapping_fwimg.icf
__ICFEDIT_SE_Code_region_ROM_start_ OneDBOO0200
SE CallGate Code @ 0xB00'0204

| ICFEDIT_SE_CallGate_region_ROM_start__ |0xDE000200 + 4 BE_Entry_Secure_ROM_Regior|(3E_CallGate.o E=—EE, BAEHA),

[ ] E Jﬁ El‘] d ata* D CO d e , ﬁ& E 5 /I\ i-m ﬁ __ICFEDIT_SE_CallGate_Region_ROM_End__ |0x0B000200 + Ox1FF EE -K-E_-.-D_ata

__ICFEDIT_SE_Key_region_ROM_start__ OxDB000400 SE_Key ROM_region (se_key.s),

v

__ICFEDIT_SE_Key_region_ROM_end__ Ox0B000400 + Ox3FF

o coded34 E T section T

[se_startup.c, EEF—FFSE_CORE_Startup)

e coRe staroa] CREOUUOS0L OO © G Catartap.s (1]
e SE Cal |Gate Code » | CFEDIT SE_Startup_region ROM start | DxDE000800 [ T
Efireadonly
e .SE Key Data > =
« .SE Startup_Code
E RN —_ ICFEDIT_SE_region_SRAMI1 start__ Ox20000000 SE private stack”
¢ COde El‘] =~ % AP /] —_ICFEDIT_SE_region_SRAMI_stack_top__ |0x20000400 BOOTINFO_DATA
[static SE_BootlnfoTypeDef xBootinfo;
ta @ > SE_SRAMI_region static SE_BootInfoTypeDef xBootinfoBackUp),
 ICFEDIT_SE_region_SRAM1 end__ Ox20000FFF
Y4 500TINFO_DATA T

life.augmented



se_crypto_config.h I_._I —=—
NNEEER 75 5
#define SECBOOT_CRYPTO SCHEME Sjatsciesysgateesiygyvymns ok niel e gttt I-I-I *

o s s s e 1 gecboot_eccdsa_with_aes128_cbc_sha256

#define SECBOOT_AES12S_GCM_AES128 GCM_AES123_GCM (30)

—= o e e e e e
VA I
o MEAI | Host LA :
: ¥ 1;' T :
i W binary FW Header :
I u Fy
b AESlZS_CBC : Generate 128 i
: bit. random B SHAJSE Generate NIST P256 !
1 ECC key pair : e
: symmetric FW - ! i ey
li'l'_mhl = L] =
== AT A A e i o i » . 3 | i — T
¢ j E 1= |$ ﬁ lf 1 smesaassa R . ECE m?'m m 5 | : embedded in devios S8
: ' AES CBC ‘ JECEREY.1ety | EEI:.P#T[ h‘E‘r ] : |at:ulu:dmt|
. ' excha ower
: En:rwtm ] = 0 - cabaor chames|
I Lo | [l e
I
e SHA256 : — _ |
1 N T N Pl DR e T
| - | i) o - i ! :
: » Encrypted FW ECDSA signing = : . Optional Processing
B T e e e e T e e st e e 1 e
3 N fj_ ‘\ wia YMODEM transfer wia tools at compilation stage via tools at compilation stage
i -LA -L.I—.E I S o ;S e At O e o s s Processing
i D & k :
I I Famiiey) i
i ECC DSA : Feadar 1 I 1 i | Secret ltem
: T, SeRIon] : SHA2S6 FW tag SHA256 + ECOSA ;
i | AEscac . | verification m:#‘“tf"g | Restricted item
l S i t e e |
i : Public tem
: ECC public key | I
i FW binary [3E_ResciEey_Pub] :
Kys AR e .| i 8
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TiEZ

Runtime Checking
C/C++ Compiler
Assembler
Output Converter
Custom Build
Build Actions

Debugger
Simulator
CADI
CMSIS DAP
GDE Server
I-jet
JLinkf1-Trace
TI Stellaris
Mu-Link
PE micro
ST-LIMK

Hdefine
Config

Diagnostics

Library  Input

Keep symbols: (one per ling)

Checksum
Optimizations

Encog
Adva

2 _Images SECoreBin\
EWARM\SE_Core.bin

(SBSFU) BY%0 Afaim

2 Images SBSFU\EWARM

*

SE_CORE_Bin|

Raw binary image
File:

ECnreEin\EWAHM‘«SE_Cure.bin|

Runtime Checking
C/C++ Compiler
Assembler
Qutput Converter
Custom Build

I Build Actions

Linker

Build Actions Configuration

Pre-build command line:

Post-build command line:

|STOOLKIT_DIRS bin'isymexport.exe ~¢

Lys

life.augmented

=N IProject - NUCLEO-GO71RBB_2_Images_
—E1 B Application

M Core

2 W EvWARM

Lo @ SBESFU

W Doc
B Drivers
£ W Middlewares
L= @ STh32 Secure Engine

[6] sfu_se_mpu.s
[6] startup_stm32g071x0s

£ W App

sfu_bootc
sfu_com_loader.c
sfu_com_trace.c
sfu_errar.c
stu_fwimg_core.c
sfu_fwimg_services.c
sfu_loader.c
sfu_mpu_isolation.c
sfu_new_image.c
sfu_testc

Lo W Target

sfu_low_lewelc
sfu_low level flash.c
sfu_low_levvel_security.c

R

se_interface_application.c
se_interface_bootloader.c
se_interface_common.c

\steering_file.txt

show SE_APP_GetActiveFwinfo

Isymexport.exe

v

2 Images SBSFU\EWARM
\ se_interface_appli.o

2 Images SBSFU\EWARM

\NUCLEO-
GO71RB\Exe\project.bin

Presentation Title 9



1N ( SBSFU) RBYDE#E X1+

Asszembler tHdefine Diagnostics Checlsum Encodings Extra Options
Qutput Converter

— A I 14__ E’] = >\< Custom Build lUse command line options
o *E*E_ I Ilnker . J:E Build Actions ' i '
Command line options: {one per ling)

. Debugger —config_search 8PRCJ_DIRE. A\ \Linker_CommanEWARM®,
. Assembler Corfig  Library  Input Simulator
b Stm32907 1_ﬂ aSh . |Cf Output Converter Linker corfiguration file
Custom Build ]
Build Actions Overide defaut

i ) |5F‘HOJ_DIHS‘\stm.?ngﬂﬁxx_ﬂash.icf
* mapping_sbsfu.icf Debugger

Simulator Edit ...

v

_ ICFEDIT_intwec_start_ (e0B000000 ntvec

* mapping_fwimg.icf

__ICFEDIT_SE_Code_region_ROM_start_ 08000200

N SE CallGate Code @ (xB00'0204
) E }jjz E’s] d at a*u CO d e . ﬁ& ?:t 5 /I\ i'm ﬁ | ICFEDIT_SE_CallGate region ROM start_ |Ox0B000200 + 4 BE_Entry_Secure_ROM_Regior E-E:E__C_a: :G?tn?.o E—E, BTERL),

0xB00'0204 ~ 0xB0OO'dedd

E = . __ICFEDIT_SE_CallGate_Region_ROM_End__ |Ox02000200 + Ox1FF
o coded31 E I section Pt e S

__ICFEDIT_SE_Key_region_ROM_start__ Ox0B000400 (se_key.s),

H SE_Key_ROM_region
* .Intvec
> |_ICFEDIT_SE Key region ROM_end__ Ox0E000400 + Ox3FF
° I SE Startup Code
- S E_CO re_B I n [se_startu|J.:.____Eqﬁﬁﬁ.fi‘:a%i_'ﬂE:CQRE_Etartupju
sz comF_srarv] GXE00'0R01  Om10 Code Gb s atartap.o [1]
d . S E_I F_COd e __ICFEDIT_SE_Startup_region_ROM_start__  |Ow0B000E0D0

. codeRIEAERS —
° data @ CSTACK, HEAP __ICFEDIT_SE_IF_region_ROM_start__ Ox02005000 SE_IF_Code

SE_IF_ROM_region

»
" ICFEDIT SB_region SRAMIL start_ "STACK AP __ICFEDIT_SE_IF_region_ROM_end__ OxDBD055FF
__ICFEDIT_region_RAM_start__ 0x20001000 C EAP, )
SB_SRAMI1_region _padding // 16553137 0
__ |ICFEDIT_SB_region_SRAMI1_end__
__ICFEDIT_region_RAM_end__ Ox2000BFFF




=N Project- NUCLEO-GO/1RB_2_Images_UserApp
=1 W Application
= W EWARKM
| [ startup_stm32g071xs
2 W SFU_Services
| sfu_app_new_image.c
Lo i User
COMm.C
COMMon.c
flash_if.c
fw_update_app.c
main.c
se_user_code.c
stm32glocitc
[c] test_protections.c
yrmodem.c
B Doc
B Drivers
=1 W Middlewares

¥

Lo @ STH32_Secure_Engine
A= - intcrmce_a

T3 = (UserApp) HI%AiLC

2 Images UserApp\EWARM\

UserApp.bin

\ 4

— postbuild.bat

MUCLEQ-GOAIRE_2 Images Userdpp

Filel Options for nade "Praject”

=9

Cateqony:

General Options

Static Analysis

Runtime Checking
C/C++ Compiler
Aszembler
QOutput Converter

e
f
-
|
L

Build Actions Configuration

Pretuild command line:

Custom Build |

Build Actions

Post-build command line:

HEBARAS

Linker

[M\EWARM\PostBuili bat "SPROJ_DIRS" "STARGET_PATHS" "SPI|

Debugaer

2 Images UserApp\Binary\
UserApph.sfu

2 Images UserApp\Binary\
SBSFU_UserApp.bin

UserApp.sfb

| -"ﬂ Header

W I sFuMagic

Security protocol version
‘* FW Version

FW Size

Partial FW Offset

Partial FW Size

FW Tag
5HA256 computed on clear
full FW

FW Tag
SHAZ56 computed on
clear partial FW

Init Vector

Reserved

Header TAG

SHA256 signed with
ECD5A

Firmware Image

Encrypted firmware
With AES CBC

Presentation Title
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o RIE=linkerX HBITE X

o stm32g071_flash.icf

* mapping_sbsfu.icf

* mapping_fwimg.icf
« AR HIdataFlcode

Lys
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T = (UserApp) HI8EEL

Aszembler
Qutput Converter
Custom Build
Build Actions

Hdefine Diagnostics

IUse command line options

Checksum

Command line options: (one per line)

Encodings

Extra Options

Assembler Corfig  Library  Input Oiptif Debugager —corfig_search SPROJ_DIRS\. A \Linker_Common \EWARM®,

Output Converter Linker corfiguration file Simulator

Custom Build

v .
Build Actions Ovenide default
| SPROJ_DIRS \stm32g07 1:xx_flash icf
Debugger
Simulator Edit...
__ICFEDIT_region_SLOT_D_start__ OnDB00EDDD BU0xB00/2KkEMheader, ZEATHEimage
_IEFEDIT_lnt\.'_EE_start_ SR e
ICFEDIT_region_ROM_start_ OeDBOOEDDD + OB00
— i Jf32K -
__ ICFEDIT_region_SLOT 0_end__
__ICFEDIT_region_ROM_end__ Ox0B015FFF
_ ICFEDIT_SB_region_SRAMI1 start_
__ICFEDIT_region_RAM_start__ Ox20001000 CSTACK, HEAP
SB_SRAM1I_region aes_block_padding /f 165377 RAM_regic

__ICFEDIT_SB_region_SRAM1_end__
_ ICFEDIT_region_RAM_end__ O 20008F FF

Presentation Title
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ESBSFU : 15—

o INMa 1B SECoreBinEf 5 B 1S
N RERAEET - BUBZEEMLE ?

¢ i@”ﬂ Ez ;}ﬁ IJ *T El-'l 1l=l IoN = @ Project - NUCLEO-GD71RB_2_Images_SECoreBin v |

=1 B Application _
|_E-| i EWARKM Options for node "se_callgate.c” X
=l ]Project - NUCLEO-GO71RB_2_Images_SBSFU -| ﬁ | E se_key.s
=1 - B User [ Exclude from build
Options for node "Project” > —
mDoc Category: (] Overide inherited sett -
£ - Dri\;erg . Yemde inhented setlings FaCth_',' Settlngs
| L 21 W Middlewares Static Analysis
| . i STM32_Cryptogn Rheng
L . - - (o Compiler
- ategory: Factory Settings Loa 5:“‘13:; SEC;”E B [ Citom Build List TermETET Diagnostics MISRAC:2004
General Options ] 52 C'D“” o MISRAC.1958 Encodings Extra Options
[+ al - .
Static Analysis | @ B se C tu o Language 1 Language 2 Code Optimizations Output
Runtime Checking Hz [l se 922?3 tion.g i
C/C++ Compiler Setup  Download Images  Extra Options  Multicore  Plugins —=xcepuan. Level Enabled transformalions
A bl se_fuimg.c Mone [#]Common subexpression elimination
ssembler Download extra image se_starup.c Low []Loop unroliing
Output Converter se_user_appli ) [ ] Function inlining
Custom Build R or<Bin\EWARM\NUCLEO-G071RB\Exe'\Project.out] |8 se_utils.c Medium ] Code motion
Build Actions B Dutput High %T}-pehalsed alias analysis
. Offset: D /] Debug info onl ) ] Static clustering
Llnr g by Size [ ]Instruction scheduling
ir |:| Download extra image Mo size constraint L]
app_sfu.h
3 g#define SFU_LEBUG MODE A41s Comment this define to op timize memory footprint (debug mods removed)

4 No mores print on terminal during SBSFU execution */
‘ 'l G #*f§define SFU VERBOSE DEEUG MODE*/ F%1< Uncomment this define when in verbose Debug mode. Presentation Title 13

L o
[43]

=1

life.augmented this switch activates more debug prints in the console (FSM state info...) */




B SBSFU : 15—

app_sfu.h x

® %*ﬁ Fﬁﬁ{% j:}fl 150 FA%1¢ Disable all security IFs at once when activated */

151 /*#define SECBOOT DISABLE SECURITY IPS+/

152
NUCLED-GO7IRAE_2 Images SBSFU - - 153 [] #if 'defined(SECBOOT_DISABLE SECURITY IES)
Files bl " i:: % Enabled: all Lt
=R |Project- NUCLEO-GO071RB_2_Images SB... | v | | 146 * Ivsabileds th 155 [ /* Uncomment the following defines when in Release mode.
| 156 In debug mode it can be better to disable some of the following protection
° Options for node "Project” x 157 -  for a better Debug sxperience (FRP, RDP, INDG, DAP, =tc.) */
158
I 159 | #define SFU_WRP_PROTECT_ENABLE
Categary: - 1&0 #define SFU_RDF FROTECT ENAELE
Factary Settings .
General Options [ Multifile Compilation L. #dEf:!.nE SFU_PCROF_FROTECT ENABLE
. ) ) ; 162 $define SFU TAMPER FROTECT ENABLE
Static Analysis Dizcard Unused Publics . - iy !
Runtime Checking 163 | #$define SFU_DAP PROTECT ENABLE
C,C+-+ Compiler MISRALC: 1998 Encodings Extra Options L lod #defins 5FU_DMA PROTECT ENABLE
N Assembler Language 1 Language 2 Code Optimizations Output 15 #define SFU_IWDG FROTECT ENAELE
n Qutput Converter List Preprocessar Diagnostics MISRALC 2004 i 1686 #defins S5FU_MPFU FROTECT ENABLE
] Custom Build | 187
Build Actions [ lgnore standard include directories 168 [] /%!« Only accessible 1n Secure access mode,the Secure user software 15 stored in
B Linker Additional include directories: (one per lineg) 1 1659 the secure user memory, & configurable protected area which 15 part of the user
D:;“jggr SPROJ_DIRS\. \Inc _ _ ~| [ i 170 | main memory. */
g ErLoR T et e 172 | yaacine sr0_sscoes poen smorecs mare
CMSIS DAP SPROJ_DIRS\\A A4 A\ Drivers\BSPAS TM33G e Nucleo :] 172 [] /*!< WARNING: Should be enabled at the end of product development and test steps.
GOB Server SPROJ_DIRSY A A v A MDriversh\BSPYComponents Common 173 Fhen enabling this lock, Static protections cannot be modified any more and Debug
I4et Preinclude file: 174 | 1is finally disabled. %/
J-Link/1-Trace | 175 Sigdefine SFU _FINAL SECURE LOCK ENAELE */
TI Stellaris 176
Nu-Link Defined symbols: {one per line) i 177 [ #if defined(SFU_FINAL SECURE_LOCE_ENLBLE)
PE micro STM32G07 Tx [] Preprocessor outpus to fie 178 | #define SFU PROTECT RDP LEVEL (OB BDP LEVEL 2)
ST-LINK e e Preserve comments ] — T B .
Third-Party Driver I orerte Hine diectives 179 | #define SFU_UNIQUE BOOT ENTRY
TI MSP-FET 150 $elas
gl 181 | #define SFU_PROTECT RDF_LEVEL (OB_RDF_LEVEL_1)
' 182 | $endif /4 SFU FINAL SECURE LOCK ENABLE +/
Cancel 183
4 _ . 184 | #endif /+ ISECBOOT DISABLE SECURITY IPS *+/ 14
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- REFARF

« INHI®EPreprocessor

- RIFFE, HE-LERKF
+ SFU_PCROP_PROTECT_ENABLE
« SFU_DAP_PROTECT_ENABLE
+ SFU_IWDG_PROTECT_ENABLE

« SFU_RDP_PROTECT_ENABLE

° ##%J/EN_J\
« SFU_FINAL_SECURE_LOCK_ENABLE

Lys

life.augmented

ESBSFU

BIn =

app_sfu.h x

150
151
152
153
154
155
156
157
158
154
lan
16l
la2
163
la4
185
166
1a7
lag
lag%
170
171
172
173
174
175
176
177
178
174
130
131
132
133
134

A1 Disable all security IPFs at once r-'f‘er activated */
figdefine SECBOOT DISABLE SECURITY IEBS*/

=l

#1f !defined(SECBOOT_DISABLE SECURITY IFS)

#define SFU_WRP_PROTECT_ENABLE
#define SFU_RDP_PFROTECT ENABLE
#define SFU_PCROP_PROTECT_ENABLE
$define SFU_TAMPER PROTECT ENABLE
#define SFU_DAP PROTECT ENABLE
#define SFU_DMA PROTECT ENABLE
#define SFU_IWDG_PROTECT ENABLE
#define SFU_MPU_PROTECT ENABLE

A%l Only accessible in Securs access mods,the Secure user
the secure user memory, a configurable protected arsa whic
main memory. */

$define SFU_SECURE_USER_PROTECT ENABLE

Sl WARNING: Should be enabled at the end of product dewvel

Fhen enabling this lock, Static protections cannot be modi
15 finally disabled. */

S*gdefine 5FU FINAL SECURE LOCK ENABLE */

#if defined (SFU_FINAL SECURE LOCE ENABLE)
#defins 5FU_FROTECT RODF LEVEL (0B _RDF LEVEL_2)
#define 5FU_UNIQUE BOOT ENTRY

$elae

#define 5FU_FROTECT RDF _LEVEL (0B _RDF LEVEL_1)
#endif /# SFU FINAL SECURE LOCK ENABLE +/

wr b

#endif /+ ISECBOOT DISABLE SECURITY IPS +/

lowing protection

software 15 stored 1in
h 15 part of the user

opment and test steps.
1ed any more and Debug

15




8 COM3IT - Tera Term VT

e - hEZ 2 KBRS

yeztem Security Check successfully passed.\Starting.

2] Slot H#O B: 800080 ~ "‘lnf #1 @: QH‘lﬂMHF‘I s Sap B: #01 6000

RO E < ~ o ISEE
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