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- A3 SBSFU
HEFSTM32G071-nucleoklx

o [FHRRIIRASBSFUEHE, STM32CubeExpansion_ SBSFU V2.2.0

W 5TM32Cubekxpansion_5B5FU_V2.2.0

» ZENUCLEO-G071BI#2HR(2_Images), fFIF =1 TEXH B
« 2 Image SECoreBin < ’ r;mjd:»:

» 32L496GDISCOVERY

e 2 Image SBSFU < 1&& z)ﬁtlﬂ -\L§ > || B-LATSE-IOTO1A

w MUCLEC-GOTIRE

o 2_|mage_UserApp « v | Applications 2_Images_SBSFU
? 1_Image 2_lmages_SECoreBin
o 2 — A4 » 2_lmages 2_Images_UserApp
EEE‘Z_ I 1¥Fﬁi1¢ MUCLEQ-GAT4RE Linker_Common
) ) ) D readme.
« Project.bin @ 2_Images\2_Images_ SBSFU\EWARM\NUCLEO-G071RB\Exe HHELE R -

MUCLEOD-LOTIRZ
MUCLEC-L152RE

o UserApp.sfb @ 2_Images\2_Images_UserApp\Binary

MUCLED-L432KC
« SBSFU_UserApp.bin @ 2_Images\2_Images UserApp\Binary :l:f::;d:j::w |
5TM32F413H-Discovery

"l STM32F76%1-Discovery o |12
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e L1F I

o IRFIEFESB - REBH EUNSEOTE - « @3ISTM32CubeProgrammeriE i+ -
ST Pk & iSRRI F TS

o ZTHEZFIFYMODEMBIY « BOOT_LOCK disable
e JHHEER = 115200 « NnBOOT_SEL, nBOOTO, nBOOT1 enable
o FUIE{L =81 Port: COM37 oK e \WRP disable

° *s-lzg\/ﬁ,ﬁi , 96 Data: 8 bit

<

« PCROP disable + PCROP_RDP =1

Parity: none w
Stop bits: 1 bit v Help
= L __ L B
* 1?-”:11 - 11lL Flow control: none w ¢ RDP - O

Transmit delay

« ME=X 0 | msecichar [0 | msecline ° Kﬁ%ﬂ:i\ﬁ BERIRAS
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o Tziproject.bin®ltF (ATLLRA=1TAR)
o {FASTM32CubeProgrammer & - HEhE1T
+ Project.binE#EHEEINucleotR FE T ML FRHIZR T

« EHAIDE, (X FEHERAEI) : LUARIHA

T#SBSFU

m 5TM32CubeProgrammer

File path

Start address | Q08000000

"4 Verify programming

Run after programming

v o« MNUCLEQ-GOTVIRE » Exe w | () Search Exe
e O v . @ Project - AR Embedded Workbench |DE - Arm 8.42.1
: ... - ame
= File Edit WView | Project | 5T-Link Tools Window Help
8 Share View Manage (7] [ Project.bin N R o s Pl
IJ d ) + E I—_-l Project.out Workspace Add Group...
. | | Project.sim L
e Impaort File List
py Paste New  Open Select NUCLED-GOFTRE_2]
oard Organize
= * MNODE_GOTIRB (D) w| 0 Download plication
N SFR Setup Download file...
ame Einselmaatay
=| DETAILS.TXT
‘ [ MBED.HTM ¥Em

CASTM32CubeExpansion_SBSFU_VZ.2.00\Projects | = m

|:| Skip flash erase before programming

Start Programming
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/'\ B 1SBSFUEM4RIETT

e HTFRIEEIAFEE YRDPL{EIF - STM3I2GORRZZ|ITAG/SWDEEE - =511

pod

O

OCOM3T - Tera Term VT

File Edit Setup Contrel Window Help ﬂ‘ LR T
L | Ed
. ":: = H |E:'

). -
ﬂ I" u| 1| |||' nn|“ |u|:||n I‘l‘ oo

L N
r o i}

g g::;;m
[

Applying RDP-1 Level. You might need to wunplugsplug the USE cable?]]

1B - '
1“ ElDEE g &
R el ¥

o FRRIIE
o IEWEMIGEINUSBLLE (SEEBEEREN)

i . *
By 35 4
"Togm = 72 s

o FHIEIIP2BRZL B P RISTLINKHLEE FF R Bk 2k

N n .
& LI
; =
i e
2O oo
el 8

vBEY o~ O

- F B

..‘- ’ .-.-_-_- -1 -]
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T COM3T -

Tera Term VT

File Edit Setup Control Window Help

[SBOOT 1
[FWIMG]

[SBOOT 1
[FUIMG]

[SBOOT 1
[SBOOT 1

[SBOOT 1
[SBOOT 1

[SBOOT 1

Sustem Security Check successfully passed. Starting
Slot #8 P: 800eAAA - Slot #1 (@: 8@1B8AAA -~ Swap B: Bﬂiﬁﬂﬂﬂ

CGC>» COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmware Update

STATE: WARNIHG: SECURE ENGINE INITIALIZATION WITH FACTORY

End of Execution

System Security Check successfully passed. Starting
Slot #B (- HUPeddd .~ Slot #1 @: BH1BAAA ~ Swap (: BEiEBBB

CC» COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmuware Update

SECURE ENGIME INITIALIZATION SUCCESSFUL

STATE:= CHECK STATUS ON RESET
ITHFO: A Rehoot has been triggered hy .
Consecutive Boot on error counter = A

INFO: Last execution detected error was:-Mo error. Success.

STATE: CHECK NEW FIRMWARE TO DOWHLOAD
: CHECK USER FY STATUS

DEFAULT UALU

o valid FW found in the active slot nor new encrypted FW found in the
UserApp download area

Waiting for the local download to start...
§|E|E: DOWHLOAD MEW USER FIRMUARE
Transfer> YMODEM> Send

life.augmented

+EBEEXRIHASBSFU

ié%l%ﬁﬁﬁ EINE#¥a1EBootInfo
Xig, RERAES

Z4£5|%, BootinfoXRigBE L ¥A1{E
IANNSFURBREI AT

#H ASBSFUIRZSAL - STATE{R R EC R
» RENEIAFZERE ( RNEMES FNE)
> XA LNRIALEITHRAPARE - 8B E MK
> EFRAPAEN NE ...



R THAPE

File Edit Setup Contrel Window Help

FAEOITEMYMODEMIMY FEBFEH o comecion.. e

.« BEATRRMBEHH S (PR ) i

Show Log dialog...

d UserApp,Sfb Send file...

Transfer >

Kermit

\ \ I SSH SCP... XMODEM >

@ 2_Images 2_Images_userApp Blnary Change directory... YMODEM ¥ Receive...
Replay Log... ZMODEM > Send...
TTY Record E'EIUS ?

File Edit Setup Control Window Help TTY Replay Cuick-VAN ¥
Print...

[SBOOT]1 System Security Check successfully passed. Starting...
[FWIMG] Slot #8 @: 800edPd ~ Slot #1 (: 8018888 .~ Swap @: 016008

Tera Term: YMODEM Send

E——

Meta Encrypted
data i

bimary

Filename: |F.Jsempp.sfh |

Packetit: 19 Hrnfe A EH
Bytes transferred: 16448 A
Elapsed time: 0:04 [4.09KB/s] ed by a Software reset? Public key
er = @ + AES key a
_ (LIRS0 was:No error. Success.
WNLOAD -

Cancel zlot nor new encrypted FW fo

Wd Ll LIy TUPF LAOE luLbal uowiiivan to start. .. Presentation title |7

8= [SBEOOT1 STATE: DOWNLOAD MEW USER FIRMUARE
File*> Transfer? YMODEM>*> Send .. i



CC>» COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmuware Update

[SB00OT1 SECURE ENGINE INITIALIZATION SUCCESSFUL
[SBOOT]1 STATE: CHECH STATUS ON RESET
INFO: A Rebhoot has heen triggered by a Softuware reset?
Consecutive Boot on error counter = @
INFO: Last execution detected error was
[SBOOT 1 _ETATE: CHECK MEY FIRMWARE TO DOWNLOAD
[SBOOT1 STATE: CHECK USER FW STATUS
Mo valid FW found in the active slot nor new encrypted FYW found
Waiting for the local download to start...
[SBOOT 1 . 5TAaTE: DOWNLOAD NEW USER FIRMUARE
File> Transfer> YMODEM> Send ..
[SBOOT 1. STATE: REBOOT STATE MACHIME

:No error. Success.

in th

>
e Userfipp download area

End of Execution

[SBOOT]1 System Security Check succeszfully passed. Starting
[FWIMG] Slot #8 (@: 8§08eBdB - Slot #1 (@: 8018608 -~ Swap @: BBiEBEE

CC>» COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmware Update

[SBOOT]1 SECURE EMGIME IHITIALIZATION SUCCESSFUL
[SBOOT 1 STATE: CHECK STATUS OM RESET
INFO: A Rebhoot has heen triggered hy a Software reset?
Consecutive Boot on error counter = @
INFO: Last execution detected error was
[SBOOT 1 558Xk : CHECK HEW FIRMUARE TWUHD
[SBOOT 1 2XaTkE: CHECK USER FW STATUS
Mew Fu Encrypted. to bhe decruypted
[SBOOT 1 8E0LE: IMSTALL WEW USER FIRMWARE ....
[SBOOT 1-5E8LE: UERIFY USER FW SIGHATURE
[SBOOT]1 STATE: EXECUTE USER FIRMUARE

:No error. Success.

Hain Menu

Dowunload a new Fu Image

Test Protections

Test SE User Code

AP AREIRT

AP N1

H ASBSFUIRZSAHL - STATE{R R EC R

AP NS - BB

H ASBSFUIRZSAHL - STATEIR RS IR
BERNEAPZE (RNRENESTEH
WNB FTHXARPRBEX
ZEZAFRKB (slotohZE)
SHZ P REHTIAE (ZLSE)
NEES - BEsiZAFP R

( ARAH#A)

> RREESTM ..
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o {EXUserApplitE - main.cal {5

« UserAppld = [5§

« & UserApplin B

 Build action - Post-build

« UserApp.bin" &'

o EFRF
o HpUserApp.sfb

e @ 2 Images\2 _Images UserApp\Binary

Lys
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:Jjji%ﬁmizki .J‘I)\_i[

Workspace * 0 X | mainc x
WUCLED-GOVIRE_Z2_lmages_Usertpp w
. 44
Files o o -
= D'Eﬂt- NUCLEO-G.. | » | | 46  #define USER_APP NBLINKS (({uintf_t) 1U)
— B Application a7 A% Private MECYD =———m——— e
B E'WARM d8 /4 Private variables —------—---—-—mmmmmoo
B SFU_Services 4% uints t *pUserApplds
Lo & User 50 const uint® t [Userlppld = "A':
COrm.C 3l SE_Error3tatus eRetStatus = SE_ERRC-R:I
COMFION.C 52 SE_StatusTypeDef eStatus;
HUCLED-GOATRE_2 Images Ulzerdpp e

=L

F”ES% Opticns for node "Project”
—

Cateqony:

LiLLL

General Options

Static Analysis

Runtime Checking
C/C++ Compiler
Assembler
Qutput Converter
Custom Build
Linker
Debugger

Build Actions Corfiguration

Pre-build command line:

Post-build command line:

|5F'HDJ_DIH5" "STARGET_PATHS" "SF'HDJ_DIH';Userﬁpplbin" 1 I

Presentation title
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MR 2R WRAA) T 20 A 27 (R 4<B) I

T

CC>» COPYRIGHT 2817 STMicroelectronics
User App HA

File Edit S5Setup Control Window Help
{C> GOPYRIGHT 2817 8TMicroelectronics

User App H#HA
Tera Term: YMODEM Send

Main Menu
Filename: |psempp.sfh

Protocol: YMODEM [1K]
Packet#: 18

Download a new Fu Image

Test P»otectiong ——m @ X ———————————————————————————4m ™ ————————— 2

Bytes transferred: 16448
Elapsed time: 0:02 [5.12KB/s]

. 100.0%

Test SE User Code

Selection =

Cancel
L] LLLELTI LY I - -

Mew Fw Dounload

Send Firmware

s T o o AP RBIAT (RRAH#A)
> EFEL, TEFMA (IRE#B) AR EZER...

Programming Completed Successfully?
Bytes:- 16448

Image correctly downloaded — reboot 1§% $ D Zgﬂ'—lff"ﬁ E/\]YMODEMTJJ\-LB\({%EE—UJEHF
B (ZSlot#1 )

TETE - BB

‘, l Presentation title | 10
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[SBOOT]1 System Security Check successfully passed. Starting...
[FWIMG] Slot #9 @: 800eB83 - Slot #1 (- 818088 - Swap (- 80160008

=L THThR A AL

gm

—

~ =2 F (A B) I

CG» COPYRIGHT 2817 STHicroelectronics

Secure Boot and Secure Firmuare Update

[SBOOT] SECURE ENGIME INMITIALIZATION SUCCESSFUL #H ASBSFUIRZSHL - STATE{KR RIS

[SBOOT]1 STATE: CHECK STATUS ON RESET

IRFY™ A Reboot has been triggered by a Software reset? X;ET_L/)HU UJEHF'}Q’.EL ( %ET E%—’l-.'fq:—[:i\z )

GConsecutive Boot on error counter = @

INFO: Last execution detected error was:Mo error. Success. } T_U)HIJ U‘Fﬂ'[ﬁﬁﬁ)ﬁﬁﬁf_’,bj

[SBOOT]1 STATE: CHECK NEW FIRMUWARE TO DOUNLOAD —
[SBEOOT1 STATE: CHECK USER FW STATUS > ZEIZAFRE (slot0F 1B - EZEswap)
Mew Fw Encrypted,. to he decrypted N o A
[SBOOT] SIRIE: INSTALL NEW USER FIRMUARE > S1ZAAPREFRITIAE ( ZEEER)
Image preparation done. N
Swapping the firmware images... > 'LA-LJ-_E —_I- ’ EEH'LZ}EHFTEIJ-E_’)
[SBOOT1 STAWTE: UERIFY USER FW SIGNATURE
[SBOOT1 STATE: EXECUTE USER FIRMWARE

HEARFPAREIRT ( RAS#B)
> BRFEHEMT ..

Main Menu
Dovnload a new Fu Image
Test Pvrotectiong ——m—m——m—m———————+——— 2
Test SE User Code

Selection : Presentation title |11
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105 T i sbsfuF ¥ 15 FF

NE
4 TIE

—

« B3I STM32CubeProgrammeriE#E R+ - ¢ {EUserAppIilH - main.cal T 5

W% 5 5 BT

RDP =0

PCROP disable
WRP disable
BOOT_LOCK disable
NBOOT_SEL enable

AT REBERRAS

Lys
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 UserAppld = [oF.

e« &R UserApplil B

e Build action = Post-build
e UserApp.bin"§"

« EFRESE
o UserApp.sfb 1 SIS V=YY o] elelly

e @ 2 Images\2_Images UserApp\Binary
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TZ,SBSFU UserApp.bin

« T#SBSFU_UserApp.binEltkF (ATLLEAARNTA)

{EFSTM32CubeProgrammer T & - FENiE1T

« SBSFU_UserApp.binE#&#E|Nucleotk (X TR E 5

life.augmented

m STM32CubeProgrammer

stz

GubeProgrammer

I . "
=== Frasing & Programming

Download
File path
Start address | Ox0B000000

| | Skip flash erase before programming

Verify programming

4 Run after programming

C:ASTM32CubeExpansion_SBSFU_V2.2.0\Projects | = m

AR—
Start Programming

» MUCLEQ-GOTIRE » Applications » 2_Images » 2_lmages Userfpp » Binary

D=\ Dr... — O >
Share View Manage
ERSLNEY L%
(LT
Paste 11] Mew  Open Select
rd Organize
- * MNODE_GOTIRE (D) w | 0 Search M... #f
= Mame
=| DETAILS.TXT
| ] MBED.HTM

]

Mame

| SBSFU_UserApp.bin

| | UserApp.sfb

Presentation title
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=ISBSFU UserApp.binB43& 1T

/N

e HFHRIBENAFEEE FRDP1EIF - STM32GORXZE[ITAG/SWD

2
ﬁ>
0
=

o FRRIME

o FEWEMBNUSBLL ( BHERSLEEL)

Il = *ia 'ﬂ' |E='
ﬂ I" u|1| |||' nn|“ |u|:||n I‘l‘

"E

F o L
: i,

G 3

g :N;_TA. ’ | &8 n 1
‘.j e u ! il‘l 'u

SR - o

og e
E

o FEIHIP2BkZL B RISTLINKELEE FF R Bk

M COM3IT - Tera Term VT

File Edit Setup Control Window Help

Applying RDP-1 Level. You might need to wunplug/plug the USB cahle?]]

| F_ 3 * o s T
[ S & 37 ¥,
bspficf 0 ! L
-~ . £ i “ - il
v i | O in ik

Z8| 2882889

vBEY o~ O

- F B

Lys
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o
TZ(SBSFU UserApp.binfg,
SBO0T]1 System Security Check successfully passed. Starting

FUIMG] Slot H#O B: 880e8B8@ ~ Slot #1 B: BH18BHAA ~» Swap B: BBiEBBE

<C> COPYRIGHT 2817 S§TMicroelectronics ENhifE Ek # ASBSFU

Secure Boot and Secure Firmuware Update

: WARNING: SECURE ENGINE INITIALIZATION WITH FACTORY DEFALLT UALU fé?ﬂﬁ%, *ﬂﬁﬁ‘ﬂ:BootlnfolZiﬁ
' INASFUBRMAN - RAREE

[SBOOT] System Security Check successfully passed. Starting
[FUIMG] Slot #8 B: 880808 ~ Slot #1 (@: 8M18BBE ~ Swap (: BEiEBEB

Z25|%, BootinfoREBEZYAIE
<{C> COPYRIGHT 2817 STMicroelectronics -LA%SFUE%H};\ZI)J

Secure Boot and Secure Firmuware Update

[SBOOT 1 %“CHEﬁH ST?TES]JOH RES‘]:EIT ed b Sof N ASBSFU'Ik/L:\*ﬂJ ’ STAIE1K;RZF/KJ\?%
Gunsécutiﬁeuﬂgutmsn gf-r'ur'l;ugﬂﬁ:::r =yaa oftuare reset: IXE*\_‘L/)H\” U%F?ﬁ%@ ( %T;ﬁﬁ%ﬁ,fq:—l:ﬁ )

INFO: Last execution detected error was:Ho error. Success.

SBOOT1 STATE: CHECK NEW FIRMWARE TO Dl.-mLonn P pES US|O'[0E',H_'*I:;EFH):1'EEQ ( hRZ<3)

SBOOT 1 ﬁlﬂl&é CHECE USER FW STATUS
[

a ?dugli':h%ﬁ I:}Eﬁﬁa%ajeglénﬂﬂ;EEECtiue zlot - version: 3 > Xj-lzﬁﬁ)t],{tﬁ%L -LA-LJ—_E ( Tz.—‘—m—/\—:g )
SIATE: EXECUTE USER FIRMWARE > -LA-LJ—_E —_I' , Ezj]lzﬁﬁ)t],ftﬁgj

CC> COPYRIGHT 2817 STMicroelectronics
User App HC

Main Menu HAJEHFI'T—%EE_”?R’T? ( H&X#C)
Dovnload a new Fu Image > @ﬁT;i:éﬁTiﬁﬂ—F

Test Protectiong ———mMmMmMm———————————————————————————— 2
Test SE User Presentation title | 15
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MSBSFUT &3

o BERFPZE - [EINEfINucleotk

[SBOOT 1
[FUIHG]

System Security Check successfully passed. Starting
Slot #B8 (@: 800eddd .~ Slot #1 @: BH1BAAA - Swap B: Bﬂiﬁﬂﬂﬂ

(G COPYRIGHT 2817 STMicroelectronics

Secure Boot and Secure Firmuware Update

[SBOOT 1
[SBOOT 1

SECURE ENGIHE IHITIALIZATION SUCCESSFUL
: CHECK STATUS ON RESET
: A Reboot has been triggered by a Hardware
Consecutive Boot on error counter A
INFO: Last execution detected error was:MNo error
: CHECK MWEW FIRMWARE TO DOUNLOAD h
: DOUNMLOAD MEW USER FIRMUARE
ile’ Transfer> YMODEM}> Send ...
STATE: REBOOT STATE MACHIME
of Execution

—_

tjfet!

[SBOOT 1
[SBOOT 1

[SBOOT 1

HASBSFUIKZSAL - STATEKR X #1
> MBI ZR (R BMESNE )
» TEFEHS - MYMODEM

> THSTE - RRER

Lys
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L#{\SBSFU%WL STATE{R k&R

— 12,

-

[EBOOT 1
[FUIMG]

System Security Check successfully passed. Starting
Slot #B @: 800eBBB - Slot #1 (@: 8018880 - Swap B: BEiEEEB

CC>» COPYRIGHT 2817 STHMicroelectronics

Secure Boot and Secure Firmware Update

[SBOOT ]
[EBOOT 1

SECURE ENGINE INITIALIZATION SUCCESSFUL
STATE: CHECK STATUS OM RESET

IMFO: A Reboot has been triggered by a Software resett
Consecutive Boot on error counter a
INFO: Last execution detected error was
STATE: CHECK NEW FIRMWARE TO DOWNLOAD
STATE: CHECK USER FY STATUS

Mew Fu Encrypted. to be decrypted
STATE: INSTALL MEW USER FIRMWARE

Image preparation done.

Swapping the firmware images...

[SBOOT]1 STATE: UERIFY USER FW SIGHATURE

[SBOOT] STATE: EXRECUTE USER FIRHMUARE

CC>» COPYRIGHT 2817 STHMicroelectronics
» App #D

_

Mo error. Success.
[SBOOT 1

[SBOOT 1
= [SBOOT]

s

RAEMNEIAFZE (R EBNEG TR ) -
slotl’ﬁbﬂ BEHETEYT 0002020202020 |-
LHEH (slotOBELBEH - FZswap)

X]‘lZﬁﬁF‘ﬁﬁ%L AR (Z5EF R )
INIEEY - BEshzBP A ( IRA#D)

VVVVV
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