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Types of Keys Protected + Asymmetric Private Keys (Signing, Encryption)

*= RSAILK, RSA2K, RSA3K, RSA4K (Type 1, Type 2)

* DSALK,DSA2K,DSA3K,DSA4K

+ ECC Point Multiplization

+ ECDSA with all NIST standard curves in FIPS PUB 186-3

Algorithms Supported

*  SW Attacks, Network Attacks, Privilege
Keys are Protected from * Escalation, Rootkit, BIOS/Firmware attacks
* HW Probe Attacks

= AES128-CB AES192-CBC,AES256-CBC
Wrapping Algorithms * AES5128-GCM, AES192-GCM, AES256-GCM
* Up to 256 iterations of keywrap

+ Over 95% of peak performance of Intel® QAT for
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https://www.intel.com/content/dam/www/public/us/en/documents/white-papers/key-protection-technology-paper.pdf
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