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: Scalability 2S, 4S, 8S, and >8S (with node controller support)
] Skylake-SP DDRA4 Skylake-SP
: [ e CPU _— 2666 [ CPU —_— CPU TDP 70W - 205W
: H— —H H— —Hl Chipset Intel® C620 Series (code name Lewisburg)
1 [a—— —
: *Ix 1ooGB>opA 1x 100GE>OPA Networking Intel® Omni-Path Fabric (integrated or discrete)
: Fabric Fabric 4x10GbE (integrated w/ chipset)
__________ S VI 100G/40G/25G discrete options
OPA VRs Compression and | Intel® QuickAssist Technology to support 100Gb/s
Lewisburg PCH TS Crypto comp/decomp/crypto
IntelQAT  ME —> USB3 Acceleration 100K RSA2K public key
IE  |Speed IO PCle3 Storage Integrated QuickData Technology, VMD, and NTB
S doCRENIC Intel® Optane™ SSD, Intel® 3D-NAND NVMe &
irmware
eSPI/LPC SATA SSD
Security CPU enhancements (MBE, PPK, MPX)
Firmware Manageability Engine
Intel® Platform Trust Technology
Intel® Key Protection Technology
BMC: Baseboard Management Controller | PCH: Intel® Platform Controller Hub IE: Innovation Engine Manageabi lity [fifiGvatiah Engine (IE)
Intel® OPA: Intel® Omni-Path Architecture Intel QAT: Intel® QuickAssist Technology ME: Manageability Engine Intel® Node Manager
NIC: Network Interface Controller 'VMD: Volume Management Device NTB: Non-Transparent Bridge Intel® Datacenter Manager
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Accelerate Network Traffic with Intel® Xeon® Scalable Platform, DPDK, and Intel® QAT
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HIGHER IS BETTER

SSL Web Proxy

DPDK optimizations™:
Utilize new cache hierarchy
with large mid-level cache and
balanced bandwidth improve-
ments to address data, audio,
and video growth.
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B intel® Xeon® Scalable Platform
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IPSec™: SSL Web Proxy'™:
Provide data authentication,
integrity, and confidentiality
with accelerated cryptography
and compression/
decompression.

Accelerate data encryption/
decryption for secure
transmissions.
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Broadwell EX 24-core die

Skylake-SP 28-core die

CHA/SF/LLC ol CHA/SF/LLC

‘ SKX Core | I SKX Core | | SKX Core | | | SKX Core | I SKX Core | | | SKX Core
DDR4 u miNim

DDR4 I SKX Core | | SKX Core | | SKX Core | | SKX Core |
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SKX Core SKX Core SKX Core SKX Core SKX Care SKX Core

CHA - Caching and Home Agent ; SF- Snoogp Filter; LLC - Last Level Cache
SKX Core- Skylake Server Core; UPI - Intel® UltraPath Interconnect
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DSASign (Handle, Data . . .)
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One Time Secure Key Transfer
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© Key Generation
@ Secure Key Transfer
© Run Time usage

Application
(E.g., NGIX*)

Intel Xeon Gold 61xx
Server with Intel
QuickAssist and Key
Protection Technologies
x86 Server

Intel Xeon Gold 61xx
Server with Intel
QuickAssist and Key

5 Protection Technologies
Application

(E.g., NGIX*)

PSASign(Handle, Data. . .)
x86 Server

Response(Signature,...)
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https://www.intel.com/content/dam/www/public/us/en/documents/white-papers/key-protection-technology-paper.pdf
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